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Tracking technologies such as cookies, 
trackers, web beacons and so on are used by 
businesses to collect, store and share 
information about user activities on digital 
platforms. These tracking technologies have 
been transformative for many online 
businesses that have leveraged their 
capabilities to target users with 
advertisements. However, tracking 
technologies can be privacy nightmares as 
they can profile users across various platforms, 
share data without authorisation, and users 
may not even know how their personal data is 
collected, how it is stored, whom it is shared 
with, and for what purpose.

This report explored tracking technologies in 
Nigeria across various sectors by examining 
their privacy and cookie notices and accessing 
their web and mobile applications. It used 
technical tools to examine ten (10) sectors in 
Nigeria to determine their use of cookies, 
trackers, permissions and third-party tracking. 
It also examined the legal provisions for 
tracking technologies in Nigeria and changing 
trends in the ecosystem, such as the rise of 
super cookies, internet of behaviour, data 
brokerage and the use of privacy-preserving 
technologies.

Our findings reveal that many of the 
privacy/cookie notices we examined lacked the 
transparency that genuinely reflects the 
processing activities carried out, are too 
complex to read, or make untrue claims.

Executive Summary



The report shows the concerns around the use of tracking technologies, which include:

70% of the banks and financial service websites notify users about using cookies, while only 
20% allow users to accept or decline cookies. All entities in the sector use trackers but none 
of their privacy notices stated its existence. Only half of the mobile applications allow 
users to accept or reject dangerous permissions;
30% of the e-commerce websites inform customers of cookies, with 10% allowing 
customers to accept or reject cookies;
80% of the websites in healthcare had requests from third parties, but only 10% disclosed 
this information in their privacy notice. 50% of the mobile applications had at least one 
advertisement tracker;
20% of the public sector websites have information consistent with the result of our 
technical analysis. None of the sites identified the third parties responsible for the cookies 
used;
Only 10% of the websites in legal services have implemented a content security policy, and 
none have a referrer policy;
The websites in legal services report a different number of cookies from the information in 
the privacy or cookie notices. We found an 80% inconsistency between the information 
supplied and our findings;
All the websites in education had third-party requests that did not match the details listed 
in their privacy notices. Some websites contained up to 40 third-party requests and had 
outdated web software;
50% of the websites in agriculture have tracking requests, and all the sites have third-party 
requests, but none have details on the third parties they share information;
We found that 80% of the privacy notices we found on the websites in telecommunication 
informed their visitors of the tracking technology. However, only 30% of the websites gave 
visitors the choice of accepting or declining cookies; and
100% of the mobile applications in insurance use permission, 40% use trackers, and 40% 
have a privacy notice. However, only 10% of the mobile applications mentioned using 
trackers in their privacy notices, while none mentioned using permission.

At the end of the report, we made the following recommendations:

The need for website and mobile application operators that use tracking technologies to 
provide robust disclosures to users once they access their services and require users' 
valid consent before their information is processed;
Use of privacy notices that explain the types of tracking technologies, the kinds of data 
they collect, the use of data, and the third parties they share data with;
Improved transparency in the privacy notices to reflect data genuinely processing 
activities, especially the unique processing that occurs across platforms;
The separation of terms of use from privacy notices;
User awareness around modifying privacy settings by adjusting phone and application 
settings to improve privacy and security;
Strengthening accountability to users by implementing data protection by default and 
design in the formative stages of website and application building; and 
Regulations that identify tracking technologies and design specific provisions to address 
their use.

Summary of Findings



Online tracking, introduced through digital and information technology tools, has proven 
remarkable and transformative for many online businesses that leverage it to target 
users with advertisements. Tracking technologies, like cookies, trackers, web beacons, 
device graphs, device fingerprinting, or third-party requests, are used to collect, store, 
profile, and share information about users' activities. These monitoring tools give owners 
information about performance, usage, and how people use their websites or digital 
tools. They also create profiles of users' devices and activities across websites or digital 
tools so that users can have a better experience online.1 In particular, the customisation 
of results offers tailored services relevant to user interests.2 

Tracking technologies may also be used to determine the location of users of a mobile 
application by mapping IP addresses or using location permissions, thereby monitoring 
their movements on a granular scale. For example, permissions can be used to allow the 
collection of location data for location-targeted advertisements.3 When users enable 
location services on their mobile devices, this occurs. For example, the mobile 
application may ask users for permission to access their location to provide traffic 
information. 

However, despite tracking technologies' benefits, they could also be a privacy nightmare. 
There is frequently a lack of user awareness and transparency on the part of data 
controllers regarding how data is collected, shared, and used with tracking 
technologies.4  As a result, users may be unaware of the extent of tracking or may not be 
provided with adequate information about the use of trackers, cookies, third-party 
requests, or other tracking technologies, and they may be unable to allow or reject 
permissions that are potentially dangerous and, in some cases, unnecessary. In addition, 
although some of these websites and mobile applications may contain a cookie and 
privacy notice, disclosure around the presence of cookies, permissions, trackers, 
third-party requests, and other tracking technologies on the platforms is often 
non-existent or buried in vague documents.5

Thus, considering that organisations, through tracking technologies, have access to 
extensive personal data, the question that must be addressed is whether they offer 
adequate levels of protection and transparency to users. Therefore, the report aims to 
establish how organisations and third parties collect information about visitors to their 
websites and mobile applications and whether their cookie and privacy notices 
genuinely reflect transparent and fair information practices.

The report examines the legal framework for tracking technologies in Nigeria. It critiques 
the legal framework and examines the risks involved with tracking technologies. The 
report further examines the state of compliance across ten (10) sectors by analysing 
selected websites and mobile applications and concludes by proffering 
recommendations.

Introduction



The report considered both primary and secondary resources. It examined the level of 
data protection compliance across various sectors of the Nigerian economy. The 
research adopted the quantitative approach by conducting a technical analysis of 
mobile and website applications across ten (10) sectors in Nigeria, including banking, 
insurance, transportation, and communication. Using technical tools,6 The research 
determined the existence of cookies, trackers, third-party requests and permissions on 
these websites and mobile applications and mechanisms such as cookie and privacy 
notices adopted to inform users of these tracking technologies. The result of the analysis 
was used to compile this research data. We analysed the websites and mobile 
applications in a static state. 7

The report evaluated the cookie and privacy notices of these service providers 
compared to industry standards and the law. Some of the privacy notices analysed for 
the mobile applications were extracted from the links provided on Google or Apple App 
Stores, while others were found on the applications after download. The privacy notices 
on the websites and mobile applications were also subjected to the Flesch reading-ease 
test to score their intelligibility and ease of reading. Only the Android version of the mobile 
applications was technically analysed. The research analysed the mobile application in 
a static state and relied on open source tools and frameworks for the findings.

In addition, this report used the Nigeria Data Protection Regulation (NDPR) and its 
Implementation Framework, the major data protection law in Nigeria, to measure the 
service provider's data protection compliance.

Methodology



1. Cookies 

Cookies are small text files with pieces of data that websites send to a user's browser or 
devices, such as a computer, mobile device, or any other device. Cookies are small text 
files that websites send to a user's browser or devices, like a computer, phone, or other 
devices. These files contain bits of data. These text files are primarily used to identify and 
monitor the user's activities and store certain information about that user. The data is 
labelled with a unique identification number and attached to the user. Depending on the 
type of cookie, it may remain attached to the user's device long after they disconnect 
from the server. When that user revisits the website, the cookie attached is exchanged 
between the user's device and the website's server, upon which the server reads the ID 
and knows what information to serve that user specifically.8 Cookies could be used as a 
tracking tool that allows a website to track, collect, and store information about a 
particular person. The information collected may vary from non-personal or personal 
data such as phone number, home address, website preferences, and email address to 
analytic information such as the number of visits or visitors.

The essential functions cookies provide, especially in personalising the user experience, 
are easily discernible from the above. They help websites remember users, their settings 
and preferences from previous visits, their login information, shopping carts, and other 
information they may request. Some website owners see it as more than just a way to 
give users a pleasurable experience; it is now a requirement for using website features.9 
Some features within a website may not be functional without using these cookies, which 
are technically necessary for the operation of the website.

Cookies are divided into two groups based on where they came from: first-party and 
third-party cookies.10  A first-party cookie is one that is set by the website being visited, 
also called the "host domain." On the other hand, a third-party cookie is one that is set by 
a domain other than the one the user is visiting. This could be done by a third party like 
advertisers11 and data aggregators through display adverts, social media plugins, or 
live-chat popups.12 Cookies allow advertisers and data aggregators to carry out 
cross-site tracking to learn about users' overall online behaviours, such as the websites 
they frequently visit, their purchases, and their interests, among other things. With this 
detailed data, a robust user profile can be created for retargeting and ad-serving 
purposes.13 Cookies could be for functionality or performance, analytics, or strictly 
necessary, which could help to ease the user experience.

Understanding Online 
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Classification of Cookies 

S/N Criteria     Types

Source

Purposes

Duration

I. First-Party Cookies: First-party cookies are stored directly on the 
website the user visits. They are primarily used to track user activities 
across the website and store certain information such as user settings 
or preferences, shopping cart items, and analytic information. They can 
only be used to track activities on the website where the cookie was 
placed and pose little threat to user data safety.

II. Third-Party Cookies: Third-party cookies are cookies set on a 
website or domain by third parties. Third-party cookies are capable of 
tracking users across multiple sites to collect information and build an 
online profile of the user’s behaviour, preferences and interests.

I. Strictly Necessary Cookies: These cookies are necessary for the 
proper functioning of the website or for access to certain features. They 
allow users to go back and forth between websites without losing their 
previous actions. Signing in or adding items to a shopping cart are 
some of the features necessary to enable cookies.

II. Targeting or Marketing Cookies: Targeting cookies track a user’s 
activity across multiple websites to build an online profile of the user’s 
behaviour and preferences, which can then be used for advertising or 
analytic purposes. They may be third-party cookies.

III. Analytics Cookies: These cookies collect statistics and performance 
data related to website use. They essentially monitor site performance 
and collect analytics data such as page visits, how much time a user 
has spent on a website, loading speeds and so on.

IV. Functional, Performance or Preference Cookies: These are cookies 
that increase the performance of a website and provide certain 
functions that personalise the user experience. They are used to 
remember user preferences and settings on the website. They are not 
necessary for the website to function but help to improve the user 
experience.

I. Session Cookies: Session Cookies last for the duration that the user is 
in the browser, i.e., the browsing session. They collect information during 
the session and expire once the user closes the browser.

II. Persistent Cookies: Persistent Cookies, as the name suggests, remain 
on the device even after closing the browser. This cookie will continue to 
carry out its purpose till the user deletes it. Sometimes, they can expire 
if an expiry date is embedded in them. They are mostly used to 
authenticate users’ data (e.g., storing login information) and track 
them. 

1

2

3



2. Trackers (Software Development Kits)

Trackers refer to software that is developed and embedded into mobile applications to gather 
information about their users or the mobile device being used. This is usually done through the 
use of a Software Development Kit (SDK), a 'ready-made toolkit' shared by companies to make 
it easier for developers to build applications or help them function in some way.19 SDKs are used 
for various projects,20 But more importantly, they are used in developing applications on 
certain platforms. For example, IOS SDKs are required to build apps on IOS devices or add 
features to an application, while a Twitter SDK may be necessary for building an application 
that lets users sign in with their Twitter accounts.21 Generally, trackers compile user-profiles 
and gather information, enabling applications to provide personalised content and 
remember user preferences. 

Despite their benefits to the creation and functioning of the mobile application ecosystem, 
SDKs serve as the means through which tracking occurs. They can collect and send data back 
to the third party that provided them, which may not be part of the mobile application’s 
primary function.2223 Information gathered can range from user behaviour, preferences, and 
interactions to location, IP address, keystrokes, and other personal data, which can be used for 
targeted advertising and analytics or sold to other companies.24 In most cases, users are 
unaware of this tracking and collection of information by third parties. Also, app owners do not 
disclose the existence of SDKs or obtain the appropriate lawful basis to use them. It raises 
privacy concerns as SDKs can track and collect sensitive information without user consent. For 
example, location data means users can be monitored and tracked to their live locations, 
which could pose a threat to online as well as physical safety. In May 2022, it was reported that 
a data broker was selling location data of people visiting abortion clinics.25

The use of cookies, especially third-party cookies, could threaten user privacy and information 
security.14 The ability of these cookies to track user activities and online behaviour raises 
concerns regarding privacy on the web.15 The major privacy concern about using cookies is 
that our information and activities are not truly private.16 These cookies can monitor our online 
activities, rendering our personal information vulnerable to theft.17 Furthermore, tracking our 
activities with cookies and creating an online profile creates a treasure trove of our personal 
information for criminals and organisations to use for their whims and caprices.18

3. Third-Party Requests

Third-Party Requests refer to content hosted on websites by parties other than the website 
host. They are elements such as pictures, videos, and Javascript code from other websites 
distinct from the current host domain. They are either built-in source code of the host site or 
adjoined following a pre-existing contractual relationship between the host and third parties. 
For instance, links to websites such as social media sites hosted on other websites would be 
classified as third-party requests.

Third-Party requests also operate like recommendation systems that track users' interest in a 
product or service. They may monitor users across the internet and gather information such 
as preferences, IP addresses, and other internet activities. Data collected through third-party 



 requests are mostly collected in raw format.26 The data gathered using tracking techniques 
and based on the similarity of the adverts clicked on or websites visited is then used to curate 
subsequent advert suggestions.27  Advertisement links hosted on websites would also be 
classified as third-party requests in this instance. Third-party requests raise concerns about 
the privacy of our information across the internet. Its use implies that third parties can place it 
on websites to monitor users' online activities, putting private and personal information at risk.

4. Permissions

Permissions refer to the actions a mobile application or website can perform on the user's 
mobile or other devices.28 Usually, mobile applications and certain websites require access to 
sensitive user data, device hardware, and settings (such as camera, gallery, location, and SMS) 
before specific features can function. By default, these applications and websites cannot 
access this data without asking for one-time permission, which the user then grants.29  This is 
a central design point ingrained into the build of the application or website. For instance, photo 
and video-sharing social networking applications may require access to a camera, 
microphone, gallery, and location before users can access the full features of the application. 
The complexity of these websites and applications has increased in recent years to induce 
more permission requirements. Now, applications and even websites can seek permission to 
access user locations so they can serve up local information connected with their social 
environment.30 Thus, they can only get access once permission is granted. Where it is rejected, 
the application or website will not be allowed to access what it seeks. The implication, however, 
is that certain features requiring such permissions will not be available to the user.

Permissions are broadly categorised into three threat levels: normal, dangerous, and 
signature/system permissions.31 While normal permissions are standard requests, posing little 
or no threat to the user's device, the latter two are of great concern regarding the user's 
privacy. Normal permissions cover areas that protect access to Application Programming 
Interface (API) calls that can notify users. They are usually standard and pose little potential for 
harm to the user. In contrast, dangerous and signature permissions can significantly affect a 
user's privacy, the functionality of other apps, or the device's operation.

These permissions can access private information on a user's device, like contact lists, 
location settings, call history, private messages, camera, microphone, and more. However, 
dangerous permissions are not inherently dangerous but have the potential to harm a user's 
privacy when misused. In some cases, dangerous permissions are necessary for mobile 
applications to function. For instance, access to a mobile device's camera and microphone is 
considered dangerous permission, but they are necessary for a videoconferencing 
application to function. In other instances, a mobile application's request for dangerous 
permission is questionable and unnecessary. For example, a calculator requesting permission 
to track location or access a user's contact list32  raises privacy concerns as these permissions 
are unnecessary for the application to function. Thus, issues regarding the use of permissions 
revolve around instances where the permissions are misused, unnecessary, excessive, or 
where user consent is not obtained.



1. Web Beacons

A beacon is a small tag, usually in the form of a single-pixel transparent graphic image, 
which is placed on a website to track a user’s interaction with the content on the website 
or in multiple cases. They are often used with cookies because of their similar tracking 
methods. Beacons can monitor user browsing activities and behaviours across multiple 
sites to produce specific profiles in combination with web server logs.33  They are used to 
understand user behaviour and interactions with content on one or more sites and build 
profiles that website owners and companies can use to improve the user experience and 
curate advertisements specific to the user. For instance, a web beacon can let a website 
know how well an advertisement campaign is doing. 

Privacy issues in using beacons mirror those of cookies as they are similar tracking 
technologies. The ability of these beacons to track user activities and online behaviour 
raises concerns regarding privacy on the web.34  Beyond web tracking, beacons can also 
be used for email tracking. They can detect the exact time and date an email was 
opened, how many times it was opened, how long it was opened if any link was clicked, 
or if the user downloaded any attachment.35 Through this medium, beacons can 
facilitate IP address tracking. When an email containing an embedded beacon is 
opened, the beacon will log the time, date, and IP address. In the wrong hands, the 
beacon can be used to track users back to their location.

Some other tracking technologies that can threaten the privacy and security of internet 
users when misused are as follows.

Other Tracking Technologies



2. Device Fingerprinting

Device Fingerprinting is one of the less prominent forms of tracking, which is used to track 
and collect information about a user’s device or browser to build a profile of or identify 
the said user.36 The information that can be collected using this fingerprinting technology 
includes the device’s maker and model, the operating system, browser/browser version, 
plugins in use, time zone, screen resolution, language, and even the software installed on 
the device.37  Essentially, fingerprinting technology tracks information about the device or 
browser in use and compiles collected information to create a unique device fingerprint 
online.38  It provides an efficient and accurate way of identifying users, given that it is 
nearly impossible for two people to browse with identical devices and features. It also 
serves as a security measure in protecting online users. For instance, banks use device 
fingerprinting to flag likely fraud attempts by detecting whether someone is logging into 
the same account from multiple devices.

Surveillance and data protection concerns subsist in the implementation of device 
fingerprinting. Perhaps the use or misuse of fingerprinting technology poses a greater 
threat to user safety than other tracking technologies. A feature of device fingerprinting 
that distinguishes it from other trackers is that it cannot easily be deleted, nor do 
websites notify or seek user consent before using them.39 They are also not easy to detect 
because they look like any other script running on a website. Furthermore, device 
fingerprinting can be used to track browser activity and identify users accurately. 

According to reports, because of the uniqueness of hardware and software components, 
users can be identified with greater than 95% accuracy.40  The implication of this is that it 
allows whoever possesses a unique fingerprint to have a good idea of who a user is. 
When combined with other information, such as a record of internet use and browsing 
history, a comprehensive profile can be built and used to identify a user, even to his/her 
current location. This information can be sold to other parties or misused to the 
detriment of the user. Even more concerning is that once an online profile has been 
created and shared, it is nearly impossible to adopt preventative measures like changing 
passwords and deleting history.

3. Tracking Pixels

A tracking pixel is a marketing tool that tracks user behaviour, site conversions, and web 
traffic. It is also similar to cookies in the way they track and gather information. They are 
usually hidden and embedded in emails and banner advertisements to optimise 
advertising campaigns and analytics. It is through tracking pixels that an advertisement 
based on a search can appear on other sites and social media. Pixels gather data such 
as the number of visits, clicks, or views of an advertisement campaign and similar 
analytic data. This data can be used to optimise the user experience and digital 
advertising campaigns. However, tracking pixels are unique in that they are able to follow 
a particular user across devices. Unlike cookies and other tracking technologies, pixels do 
not rely on a user’s browser to operate and can send information directly to a server. 
They are also very difficult to get rid of. Thus, tracking pixels are an insidious threat to 
users' privacy rights. They can gather users' data and information without being 
detected and send it directly to servers.



In Nigeria, tracking technologies are not explicitly regulated, notwithstanding the 
Nigerian Data Protection Regulation (NDPR) provides salient provisions.41  Article 2.5 (d) of 
the NDPR provides that where personal data is processed through any medium, whether 
through technical methods such as cookies, JWT, and web tokens (inclusive of trackers, 
permissions, and third party requests), their use must be documented in a privacy notice 
available on the digital platform. Furthermore, the Regulation also provides that where 
third parties will be granted access to the user's personal data, such third party access 
must be stated and the purpose for which the access is granted in the privacy notice.42 
 
In particular, for cookies, the definition of personal data under the definition provision of 
the NDPR43 classifies them as personal data because they could be a type of online 
identifier.44 It means that, in certain circumstances, cookies will be personal data. For 
example, a user authentication cookie enables users to log in to their online service 
accounts and involves processing personal data.45 However, cookies may not always be 
personal data. But because their use could leave traces that, when combined with 
unique identifiers and other information, could be used to make profiles of people and 
find them, these combinations of information will be considered personal data and are 
covered by the NDPR. In other words, the user must be informed of what information is 
being collected, how it is being collected, and why it is being collected if the collected 
data can be used to identify the user.
Furthermore, Article 5.6 of the Nigeria Data Protection Regulation (NDPR) Implementation 
Framework provides that cookies on websites require consent. The consent must be 
freely given, informed and specific.46 “Though the Implementation Framework did not 
make a distinction between strictly necessary cookies and other types of cookies.”47  
difference According to this provision, consent for cookies does not necessarily need to 
be ticking of a box or a similar method; “consent may be obvious from the continued use 
of a website upon a clear notice.”48  In defining consent, the NDPR states that consent 
means any freely given, specific, informed, and unambiguous indication of the data 
subject's wishes through a statement or a clear affirmative action, signifying agreement 
to the processing of data.49  From this definition, the data subject's consent must be 
sought before cookies can be used to process their data. Thus

The Legal and Regulatory Regime for Tracking 
Technologies in Nigeria 

In deploying cookies, the framework places a duty on website owners to:

1. make cookies information clear and easy to understand; 

2. notify users of the presence and purpose of the cookies; 

3. identify the entity responsible for the use of the cookies; and

4. provide information on how to withdraw consent from the use of the cookies. 50



The implication of the provision is that website owners, or any other digital platform are 
obligated to provide information about their cookies, either using a specific cookie notice 
or embedding them within the privacy notice. The information regarding cookies on 
either the cookie or privacy notice must be easy for users to understand; it must inform 
users that the digital platform contains cookies, the type of cookies, and the purpose. The 
cookie owner must also state whether the cookie is a first-party or a third-party cookie. 
Users must also be able to enable and reject the use of cookies. The provision aims to 
ensure transparency in data processing and to protect individuals from having tracking 
technology placed on their devices without their consent, which may interfere with the 
confidentiality of their communications.51

Clearly, according to the Regulation and its Implementation Framework, user consent is 
required for cookies. The NDPR stipulates that consent must be freely given, specific, 
informed, and a clear indication of the data subject's desires. However, the provision in 
Article 5.6 of the Framework that consent for cookies does not require checking a box or 
other similar methods and that continued use of a website after a clear notice indicates 
consent is in conflict with both the Framework and the Regulation. In addition, Article 
2.3(2)(a) of the NDPR contradicts this provision by requiring data controllers to 
demonstrate that data subjects have consented to the processing of their personal data 
when such processing is consent-based.52 Can this be accomplished if the controller 
cannot demonstrate that consent was free, specific, informed, and clear? Thus, when 
continuous browsing is deemed permissible, consent cannot be considered to be 
specific, free, or informed; rather, it is ambiguous and vague and creates 
operationalisation difficulties. The passive approach to consent will encourage the use of 
deceptive design and privacy-disrespecting cookies management tools.

Also, contrary to the Implementation Framework, Paragraph 86 of the Consent 
Guidelines issued by the European Data Protection Board states that "actions such as 
scrolling or swiping through a webpage or similar user activity will not satisfy the 
requirement of a clear and affirmative action".53  The rationale is that such actions may 
be difficult to distinguish from other activities or interactions by a user. Therefore, making 
it as simple for the user to revoke consent as it is to grant it will be challenging. Therefore, 
it is clear that Article 5.6 of the Implementation Framework contradicts the requirement 
of transparency and the rights of data subjects to be informed when it borders on the 
use of cookies. The contradiction between the requirement of valid consent for cookies 
and the standard of cookies under the Implementation Framework makes it difficult for 
operationalisation. On the one hand, it specifies that only consent could be used as a 
lawful basis to install cookies on a user device, yet on the other hand, it suggests that the 
continuous use of the website constitutes valid consent, which is contrary to the 
conditions for valid consent under Article 2.3 of the NDPR and Article 5.1 of the 
Implementation Framework.

Contradiction between the Implementation 
Framework and the NDPR



The Implementation Framework's provision on cookies does not distinguish between 
situations where cookies are strictly necessary and other types of cookies. This distinction 
is essential because strictly necessary cookies are required for websites to function, and 
as such, they do not require consent, whether express or implied. However, the situation 
is different for non-strictly necessary cookies. Going by the Court of Justice of the 
European Union's (CJEU) judgment in Planet 49's case,54 website operators must obtain 
consent, which must be expressed and not implied, to use cookies that are not strictly 
necessary. Therefore, consent obtained through the continued surfing of the website 
does not meet the consent threshold and is not sufficient to be considered valid consent.
There are also no specific provisions under the applicable laws to address other tracking 
technologies such as trackers - software development kits (SDKs) on mobile 
applications, web beacons, device graphs, device fingerprinting, and third-party 
requests. Similarly, the regulator is yet to issue a guideline or guidance to bring clarity to 
the confusion. Nonetheless, it can be inferred from the joint reading of the provisions of 
Article 2.5(d) and 3.1 (7) of the NDPR that information about tracking technologies should 
be provided in the privacy notice. Similarly, using these tracking technologies is 
considered a processing activity, and a lawful basis is required, which in this case will be 
consent.55 Consequently, the user’s consent will be required to use these tracking 
technologies. 

There is a proliferation of tracking technologies across businesses using websites and 
mobile platforms to deliver services. According to Web Technology Surveys, as of April 
2022, 39.3% of all websites employ cookies, and 22% employ persistent cookies.56  Similarly, 
a 2018 study by the University of Oxford reveals that over 1 million free Android apps 
contain tools that enable companies to track users' data.57  

A major justification for data collection is to understand user behaviour and provide 
more tailored services. However, there are apparent risks surrounding the use of tracking 
technologies and the volume of personal data they collect in the process. Some service 
providers lack detailed privacy notices and have insufficient details on the extent of data 
processing.58  According to Deloitte, by 2025, data accumulated by retailers will exceed 
175 zettabytes, which is about a 500% increase from a total of 33 zettabytes of data 
accumulated in 2018. With the volume of collected data and unclear terms on which they 
are processed and used, there are concerns that the users are likely to be targets of data 
misuse and abuse.59 For users to know how all their data is used, they need to read all the 
privacy notices on all websites and mobile apps they use.60 According to 2008 research 
by Lorrie Faith Cranor and Aleecia McDonald, an American internet user encounters 1,462 
privacy policies on average per year, and it takes them 10 minutes on average to read 
each one. According to the study, reading privacy policies costs $781 billion annually. 
Nonetheless, reading a privacy notice is in itself not a magic wand that will fix the 
privacy problems or concerns, as many privacy notices lack the transparency that 
genuinely reflects the processing activities carried out, are too complex to read, or 
make untrue claims. 

Tracking Technologies: The Risks



A recent example that showed the potential risk embedded in tracking technologies was 
the COVID lockdown when some mobile apps leveraged tracking technologies to help 
contain the virus. During this period, malicious emails reportedly grew by 600%.61  
According to Unuchek, about 4 million Android apps sent unencrypted data, including 
names, ages, incomes, phone numbers, email addresses, dates of birth, usernames, and 
GPS coordinates, to advertisement servers for appropriate adverts to be sent to users. In 
Nigeria, the mobile apps deployed by Kogi and Ogun state governments, for self-triaging 
were lacking in transparency and built with poor security architecture.62 

Some other examples of risks include the abuse and unauthorised sharing of personal 
data by free mental health applications. Researchers have found that 33 out of 36 
applications examined gave advertisers insights into the lifestyle and habits of the app 
users.63 Also, a report by Privacy International  showed that 75% of the web pages of 
websites that people visit to test the possibility of being depressed had marketing 
trackers embedded in them. These websites shared test results with third parties. The 
lack of regulatory oversight and poor understanding of the tracking technology 
ecosystem is an enabling factor, encouraging data misuse through tracking 
technologies. 

Unauthorised data sharing and abuse of personal data are not unique to mental health 
applications. Similarly, menstruation tracking applications have been found to transmit 
data to third parties, and the information transmitted is frequently found to consist of 
sensitive personal data.65 In addition, most data protection laws globally recognise the 
right of access by data subjects as an essential right. However, in a survey conducted by 
Privacy International66 on five (5) period apps, only two(2) of those apps responded to the 
access requests by the researchers, thereby highlighting an inherently high risk of users 
not being able to enforce their rights.

Furthermore, data subjects are often left vulnerable to data hawking in the gathering of 
massive unchecked data. Carnegie Mellon University released a study showing that data 
revealed by internet users in the United States is, in most cases, enough to predict their 
social security numbers. While the data subjects are unaware of the illegal 
commodification of their data that puts them at risk, tracking technologies do not stop 
gathering data that keeps the hawkers updated on their lives and transactions. 
According to Markup, there is a multi-billion dollar market for location data gathered 
from mobile phones,67 and the harm caused by data brokers is well documented.68

Additionally, cookie and privacy notices may not sufficiently and transparently reveal the 
extent of processing, the purpose of processing, and the entities that have access to the 
data. First, data sets are gathered without the user's knowledge. Secondly, it is difficult to 
opt out of the processing activities, making it difficult for data subjects to exercise their 
rights under the law. It also makes it difficult for the entities to reach out to data subjects 
to inform them of data breaches since those activities were not to the knowledge of the 
subjects. Consequently, there is a possibility of covering up data breaches when the 
processing is shrouded in opaqueness.

Also, entities often profile users using reactive and non-reactive data sets,69 which may 
mean that while users are aware of the collection of reactive data, they are usually 
unaware that non-reactive data is collected. Yet, users are often wary of reactive data 
and are more concerned about how they are protected, but the privacy risk weighs more 



on the non-reactive data sets. Again, this is because users have no idea they are being 
collected; it is difficult to exercise their rights. By extension, these data sets may 
negatively impact people of minority groups, especially with biases that are claimed to 
exist with analytical technologies.70 For example, after the Supreme Court of the United 
States delivered the judgement reversing the age-long Roe v. Wade decision, privacy 
advocates expressed concern about the use of tracking technologies on visitors to 
abortion clinics,71 which led Google to announce it would be deleting the location data of 
visitors to abortion clinics.72 This type of data can also be accessed by law enforcement 
agencies, which could place innocent people at crime scenes.73

While commercial purposes such as targeted advertisements and offering tailored 
services are things that gathered data is used for, data gathered from mobile apps is 
also sold or disclosed to government agencies who use such data for tracking and 
identifying individuals. For example, it was reported that a law enforcement agency in 
the United States purchased location data, through data brokers, from popular apps, 
including a Craiglist app and a Muslim prayer app.74 This is more dangerous in countries 
where there are poor legal and institutional safeguards that encourage state 
surveillance.

In April 2022, the Wall Street Journal reported that Google removed some mobile apps 
from its play store for sharing personal data such as phone numbers, email addresses, 
and data on nearby devices75 Also, despite the usefulness of real-time and location 
tracking applications in providing better services, they can be used by stalkers and 
criminals to harm data subjects. A report claims that over 200 apps and services collect 
data from users, including texts, basic location tracking, and options for secretly 
recording videos that would-be stalkers can use. Importantly, owners of third-party 
tracking technologies may become joint controllers as decided by the CJEU76 and the 
Danish Data Protection Authority.  



1.1 Compliance across Websites

Evaluation of Compliance across Ten Sectors in Nigeria

Category/Principle                   LS         E-C        PS       B/FS       C       T/L       H          E          A         I

Website Uses cookies
Website prompts visitors on 
the existence of cookies
Website allows Users to accept 
or decline Cookies
Website contains a privacy notice
Website contains a cookie notice
Website provides information on 
the use of cookies
Readability and clarity of privacy 
and cookie notice
Notice discloses types of cookies used
Notice discloses categories of 
cookies used
Notice discloses purpose of cookie used
Notice discloses duration of 
cookies storage
Notice identifies the third-party 
responsible for cookies
Information on cookie notice 
consistent with technical analysis
Website contains tracking requests
Website contains third-party requests
Privacy/cookie notice contains 
information on third-party requests
Number of third-party requests on the 
website is consistent with the information 
provided in the privacy notice
Website uses Content Security Policy 
Website uses Secure Socket Layer78 
Website uses Referrer Policy79 
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Banks and Financial Services 

Banks and other financial service providers, such as financial technology (FinTech) 
companies, contribute greatly to Nigeria's Gross Domestic Product (GDP). According to a 
report by Businessday,80 banks in Nigeria contributed about 168 trillion naira (404 billion dollars)  
to the country's GDP in the last four (4) years. Similarly, Nigeria's financial technology (fintech) 
industry witnessed a boom within the last five years. As of 2021, two hundred and ninety (290) 
fintech companies existed in Nigeria.81 With about 80 million active bank accounts in 2019, we 
examined the use of tracking technologies used on digital platforms (websites and mobile 
applications) provided by banks and other financial service providers. Our findings revealed 
varying levels of privacy measures across the sector. 

The assessment of websites and mobile applications focuses on cookies, third-party requests, 
in-built trackers, and hidden permissions that users are often unaware of when signing up, 
creating accounts, or surfing a website or mobile application. The analysis looks at their 
privacy and cookie notices and the consistency between the information provided in the 
privacy notice and the tracking technologies used within the mobile application or website 
environment.

1.2 Compliance across Mobile Applications

1.3 Sectoral Review of the Use of Tracking Technologies on Websites and 
Mobile Applications

Category/Principle          E-C B/FS C H I
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Does the mobile app contain a privacy notice?

Are trackers used on the mobile app?

Is the purpose of the tracker specified in the privacy 
notice?

Is there information about the use of trackers on mobile 
applications in the privacy notice?

Are the trackers found on the mobile application 
consistent with what is declared in the privacy notice?

Are permissions used on the mobile app?

Does the mobile app allow users to accept or reject 
dangerous permissions?

Is there information about the use of permissions 
provided by the privacy notice?

Is the information on permission consistent with what is 
declared in the privacy notice?



We found that 100% of banks and financial service providers use cookies on their websites. Of 
those, 70% notified users about the use of cookies, while only 20% allowed users to accept or 
decline cookies. In most cases, the information provided in the privacy notices was 
inconsistent with our technical analysis findings on the websites. For instance, the numbers of 
third party requests recorded on the websites grossly differed from what was found.

Similarly, the number of cookies reported on the cookie notices (where available) differed from 
what is obtainable on the website. None of the banks and financial institutions we examined 
had information on their cookie notice that was consistent with the type of cookies that existed 
on their website from our technical analysis.

Our research revealed that 80% of the websites had tracking requests while all had third-party 
requests to unique hosts. Some of these were not mentioned in the privacy notice available on 
the website. In addition, we found that most websites in this sector had high compliance levels 
with implementing security layers. For example, 100% of the websites implemented secure 
socket layers, 80% implemented referrer policies,82 and 70% implemented functional content 
security policy headers.83

Further, we examined their mobile applications and found that all of them used trackers, and 
only 40% of the mobile applications had privacy notices. Of the 40% that had privacy notices, 
none of the notices stated the existence or the purpose of the trackers used on the mobile 
application. Findings also showed that only half of the mobile applications allow users to 
accept or reject dangerous permissions, thereby leaving users no choice but to allow 
permissions or denied access to the application. Notably, none of the applications had 
information on the permissions included in their privacy notices. We also found one instance 
where the privacy notice was last updated in 2016.

Evidence demonstrates the existence of these trackers on mobile applications. Users are not 
informed of their existence, nor do they formally obtain their consent for use.

We noted the use of dangerous permissions on the mobile applications and found that:

10% of the mobile applications can read locations from media collection;

40% of the mobile applications can read, modify or delete the contents of shared storage; 

30% of the mobile applications can read phone status and identity;

60% of the mobile applications can read and modify contacts; 

10% of the mobile applications can find accounts on the device;

30% of the mobile applications can access precise and approximate locations;

10% of the mobile applications can take pictures and record video; 

20% of the mobile applications can access photos, media and files on a device;

10% of mobile applications can directly call phone numbers.  



Our findings reveal that for the mobile applications that sought user permissions:

Electronic Commerce (E-commerce)

In recent years, the sales of products and services over the internet have grown rapidly in 
Nigeria, with the revenue in the e-commerce market projected to reach US$8,522 million in 
2022.84 The most important advantages of e-commerce have been its convenience and the 
global choice of goods and services. There is an incredible variety of transactions across 
e-commerce platforms, requiring providers to access consumer data. However, many users 
have concerns about giving over their personal data due to the inappropriate use of data for 
customised advertising or third-party access to data.85 Due to the massive collection of 
personal data by e-commerce businesses, data protection and security are critical aspects of 
their operations. In this light, we looked at the websites and mobile apps of ten businesses in 
Nigeria's e-commerce space to examine how they collect data and if their privacy and cookie 
notices adequately provide information to users.

The e-commerce websites we examined revealed that all businesses use cookies, with only 
30% notifying customers of their use and 10% allowing customers to accept or reject cookies. In 
addition, there seems to be a high adoption rate of privacy notices, with 80% of the websites 
having one, but only 50% of the websites including separate cookie notices. Also, only 10% of the 
information disclosed about cookies was consistent with the findings from our technical 
analysis. However, information about the use of cookies was contained in 80% of the privacy 
notices. Likewise, all the websites had tracking requests and third-party data requests, but 
none of them made such information known to their customers in the privacy notices, 
choosing to operate without transparency. Furthermore, there are insufficient security 
measures on the websites, with only 30% implementing a content security policy and only 20% 
having a referrer policy. All of the websites used secure socket layer technology.

Furthermore, we examined mobile applications of e-commerce companies and found that 
40% of the mobile applications contain a privacy notice. In one instance, the privacy notice 
provided that data is gotten from third-party apps like Facebook and True Caller and that the 
only way to prevent this is to opt out from the third party applications. We also found in one 
instance that the privacy notice was conflated with the terms and conditions of the app.

Also, of the entire mobile application, we found that only 40% provided users with the option of 
accepting or rejecting permissions. Of this percentage, only 10% provided information on the 
use of permissions in the privacy notice. Our findings revealed that 20% of the mobile 
applications wanted access to location data. However, we found that the privacy notices did 
not provide detailed information on the use of permission. We found the use of trackers in 40% 
of the mobile applications. However, only 10% provided information about the use of trackers in 
their privacy notice.

50% wanted access to the device location;

10% wanted access to take pictures and record videos;

30% wanted access to access photos, media and files on your device;

10% wanted access to access to contacts;

10% wanted access to the camera.



Telecommunications

The telecommunications industry in Nigeria is a major Gross Domestic Product (GDP) 
contributor and serves as the backbone for most of the technology and digital ecosystems in 
the country.86  The Nigeria telecommunications industry is one of the largest telecoms markets 
in Africa, contributing over 17% to the country's GDP.87  In addition, the sector has experienced 
rapid growth over the years in areas such as easier banking services (through websites and 
mobile bank apps), electronic health (e-health), and the provision of access to e-learning 
platforms for Nigerians.

With about 197 million telecom subscribers in January 2022,88  the rise in the use of websites and 
mobile applications in the sector has triggered a rise in the volume of data flowing through 
telecom operators' networks. The operators must therefore process data in accordance with 
current data protection laws and best practices. As a result, we looked at how tracking 
technologies are used in the industry. Our research showed that there were various degrees of 
regulatory compliance throughout the industry.

All the websites investigated used cookies, and the majority (80%) informed their visitors of the 
tracking technology. However, only 30% of the websites gave visitors the choice of accepting 
or declining cookies. 90% of the websites in this industry use privacy notices, making them 
common practice. Additionally, only 10% of the information in the privacy notices matched the 
outcomes of our technical analysis, indicating that there is a lack of transparency regarding 
the use of cookies. 

Eighty per cent of the websites reviewed have tracking requests from third parties. 89 However, 
none of this was disclosed to the visitors, preventing them from weighing the potential risks 
before making an informed decision about their privacy. Only 10% have a referrer policy, and 
none have a content security policy. But a secure sockets layer was present on all the websites 
examined. 

Only 30% of the mobile applications we looked at had a privacy notice displayed within, which 
is surprising considering that this industry has access to a sizable amount of personal data. We 
found the use of permissions and trackers in all the mobile applications. Although the majority 
of the privacy notices we looked at did not mention or offer any information on tracking 
technologies, one mobile application did. 70% of the applications had advertisement trackers 
embedded.

Furthermore, we discovered that none of the mobile applications gave users information on 
how permissions were used, while 40% of them gave users the choice of accepting or rejecting 
permissions. We discovered that 20% of mobile applications requested access to files, media, 
and photos, 20% requested device location information, 20% requested the ability to place and 
manage phone calls, and 10% requested the ability to access contacts and record audio, 
respectively.



Insurance

Given the volume of sensitive and personal data that the insurance industry processes in 
Nigeria, it is an information-rich industry with a high impact on data protection. The consumer 
experience and service offerings are being improved through the deployment of 
technology-enabled solutions. For instance, mobile apps are currently very popular and have 
been used to facilitate quick claim settlements.90 Additionally, subscribers have direct access 
to hospitals and insurance services via websites and mobile apps. However, the industry is an 
easy target for dishonest individuals who want to obtain data and use it for their own gain. A 
policyholder needs to have faith that the insurer will protect their personal information.

Our research showed that while 50% of the websites informed users of their existence and use, 
100% of the websites used cookies. None of these websites, however, offer users the choice of 
accepting or declining these cookies.

Additionally, according to our research, all of the websites had tracking and third-party 
requests. Surprisingly, none of these websites offered any details regarding the existence and 
application of third-party tracking requests. Only 20% of these websites have implemented 
content security and referrer policies, even though 80% of them have implemented secure 
socket layers.

We also looked at the data protection and compliance practices of the mobile applications 
used in the insurance industry. We discovered that 100% use permission, 40% use trackers, and 
40% have a privacy notice. However, only 10% of the mobile applications mentioned using 
trackers in their privacy notices, while none mentioned using permission.

The examination of the mobile application found that:

10% of the mobile applications mentioned use analytics, cookies and third-party services for 
payment processing.

In one instance, the privacy and cookie notices were embedded in the terms of service. In 
another case, the link to the terms and conditions and data protection does not function, 
yet users must click "agree" to register on the app.

60% of mobile applications do not use trackers.

In 10% of the mobile applications, users can accept or reject the permissions and limit the 
permissions to function when using the app.

Across 20% of the mobile applications, there are permission prompts to allow the app to 
access device location, pictures and record videos, make calls and access photo and 
media storage.

30% of the mobile apps had advertisement trackers embedded in them.



Healthcare

More organisations and entities now use websites and mobile applications to provide 
healthcare services due to the increased use of technology to increase access to healthcare 
in Nigeria. More and more companies are operating in the digital health sector, providing 
various services, including telemedicine, insurance, virtual therapy, data aggregation, and 
online pharmacies. It is crucial to look at how healthcare facilities and digital health offerings 
in Nigeria use tracking technologies. 

Our technical analysis of websites belonging to healthcare providers, conventional hospitals, 
healthtech companies, and providers of medical services (laboratories and diagnostic 
centres) revealed that all of the websites use cookies. Of this total, 10% gave visitors the option 
to accept or decline cookies, while 70% informed visitors about cookies. It is interesting to note 
that 100% of the websites had tracking requests that were not mentioned in the privacy notice. 
Notably, 80% of the websites had requests from third parties, but only 10% disclosed this 
information in their privacy notice. All websites had a default secure socket layer 
implemented, only 10% had a content security policy implemented, and none had a referrer 
policy implemented.

Furthermore, we examined ten mobile apps from digital health service providers and found 
that privacy notices were present in 80% of the apps. Additionally, the results demonstrate that 
every mobile application examined had trackers and permissions. Despite this significant 
number, research shows that trackers were mentioned in 40% of privacy notices, but 
permission was never requested.

We examined the privacy notices and found that:

20 per cent of mobile applications lacked a privacy notice;

40% of mobile applications failed to disclose their privacy policies to users before collecting 
any data;

40% of privacy notices refer to the app's use of tracking technologies;

One acknowledged the existence of the tracking technology used and its purpose. The 
tracking technologies listed include cookies, log files, pixel tags (web beacons), and the 
Google Maps API, but we discovered that in every instance, the tracking technologies listed 
in the privacy notices differ significantly from the ones discovered during the technical 
analysis;

30% of the privacy notices state that they use third-party services which may also collect 
user data, out of which 10% state that data may be collected from users for identification 
and advertisement purposes.

50% of the apps had at least one advertisement tracker embedded in them.



Transport and Logistics91 

The Nigerian transport and logistics sectors have been considered two of Nigeria's best 
prospective industries, given their vast investment opportunities, revenue generation, and 
potential for further development. As of 2018, the logistics and supply chain sectors were 
valued at 250 billion naira.92 Although the industry has experienced slower than expected 
growth due to poor infrastructure and the volatility of legislation and policies,93 its importance 
to the economy and its potential for rapid development remains ever-present. In light of this 
prospect, and considering the widespread number of users and employees running into the 
hundreds of thousands, the access to data and information through their websites and 
applications is vast. We examined the mechanisms used to monitor, secure, and collect 
information from individuals through this platform. The analysis covers the websites and 
applications of service providers in the transport and logistics sector, including ride-hailing 
service providers, airlines, interstate transport service providers, and freight services. 

On the sampled websites, it was discovered that all service providers used cookies. Only 20% of 
these websites informed users that they were using cookies, and none of the sampled 
websites offered users the option to accept or reject them. In contrast to their privacy policies, 
only 30% of these service providers adopted cookie notices. A significant development was the 
observation that 50% of websites chose to include the cookie information in their privacy 
notices alternatively. Additionally, our analysis uncovered contradictions in the cookie 
information provided in the available privacy or cookie notices. For instance, our technical 
analysis found that the websites reported a different number of cookies than what was 
actually found. Overall, our technical analysis revealed a 20% consistency between the 
supplied information and our conclusions. 

For the use of dangerous permissions, we found that:

Among the mobile apps we examined, only 10% prompted users to grant permission when 
logging in or creating accounts;

60% of apps have the ability to read a phone's state;

10% of mobile apps have access to and control over the phone's data and calendar;

40% of mobile apps have call management and placing capabilities;

70% of mobile applications can read from and write to external storage, like an SD card;

70% of mobile applications allow users to record audio on their devices;

80 per cent of mobile applications can access where media content is stored on the phone;

70% of mobile applications enable users to record videos or take pictures with the camera;

Eight out of ten mobile applications can access the location of the phone.

In one case, the mobile application becomes unusable when access to sensitive 
permissions is denied.



Education 94 

As of 2021, more than 2.1 million students were enrolled in over 170 tertiary institutions 
nationwide, according to the Nigerian University Commission.95 Websites run by tertiary 
institutions are frequently used for course registration, result checking, and transcript 
processing. Similarly, we have seen the rise of educational technology (edtech) platforms in 
recent years to increase access to high-quality education. Currently, there are about 165 
edtech startups in Nigeria that process data using websites and mobile applications.96 The 
report reviewed the privacy practises of tertiary institutions.

According to our research, all websites use cookies. However, only 20% of those websites gave 
users the option to accept or reject cookies, while 70% of websites informed users that cookies 
were being used. Only 20% of the websites analysed had tracking requests. However, we 
discovered that 100% of the websites had third-party requests that did not match the details 
listed in their privacy notices. Furthermore, we observed that some of the websites contained 
up to 40 third-party requests and had outdated web software.

Our technical analysis revealed that 10% of the websites lacked a secure socket layer 
implementation and that none of the websites had implemented a content security policy or 
referrer policy, leaving user data open to various security risks.

Legal Services97

The Nigerian legal services sector has undergone a significant change recently. More firms are 
adopting technology to digitise their services, and the judiciary is also adopting digitisation 
reforms98 to stay ahead of the curve, maintain efficiency, and serve their clients better.99 The 
industry undoubtedly contributes significantly to Nigeria's economic activity, serving as a 
source of employment and facilitating numerous lucrative transactions.

We examined the websites of ten law firms to determine the general policy practises followed 
by them in light of the massive amounts of data processed by the legal sector and the 
expected role they are expected to play in enforcing the law. Only 70% of the websites under 
examination use cookies, and only 10% inform visitors that they are being used; none, however, 
offer visitors the option to accept or decline cookies. 60% of websites have privacy policies, 
which are used more frequently than cookie notices, which are present on only 10% of websites. 
Furthermore, there is inadequate disclosure, with only 50% of privacy policies and cookie 
notices including information about the use of cookies and 80% of the information being 
ambiguous or unclear. 

Additionally, according to our research, all of the websites had third-party requests, and an 
alarming 90% of them had tracking requests. However, none of these websites offered any 
information regarding the existence and application of third-party tracking requests. 
Positively, the analysis found that a high percentage of websites had implemented secure 
socket layers and referrer policies, with 80% having functional content security policy headers 
implemented, 90% having secure socket layers implemented, and an encouraging 70% having 
referrer policies implemented.



Agriculture100

As of 2022, the agriculture sector contributed about 24% of the total GDP to the economy101 and 
remained the largest employer in Nigeria, employing more than 36% of the labour force. While 
one of the problems identified with the sector is the limited adoption of modern technology, 
agricultural technology (Agritechs) is closing the gap. Agritechs provide solutions to monitor 
agricultural processes, from planting to harvesting and marketing. In recent times, different 
agricultural investment digital services have emerged. With the infusion of technology into the 
sector, Nigeria remains one of the hubs for agritech in Africa. Thus, we examined the websites 
of some agritech firms to gauge their privacy practices. Of all the websites analysed, cookies 
are used by 90%. With cookies having the potential to track and store users' information, only 
20% of the sites allow users to accept or reject cookies.

Furthermore, none of the sites notifies users of the usage of cookies. The type of data used by 
agritechs includes location, name, address, bank details, Bank Verification Number (BVN), crop 
data, proceeds turnover, and ethnic data, among others. Despite the sensitivity of these data, 
especially those related to the farmer, only 20% of the sites have privacy notices. Furthermore, 
none had a cookie notice separate from their privacy notices. Regarding cookies and user 
awareness, our analysis of the sites reveals that none of the websites analysed contained 
information on the use of cookies, their purpose, or the types of cookies used. Generally, it is 
required that privacy and cookie notices be clear, readable, and easy to understand. However, 
our analysis of the sites shows that none of the agritechs meets that standard for their privacy 
notices. 

Further analysis of the sector reveals that 50% of the sites have tracking requests and all the 
sites have third-party requests, but none have details on the third parties they share 
information with. The information about third parties that is stated in the privacy notices and 
the outcomes of our technical analysis differ. While it is admirable that all websites have a 
secure socket layer, none have a content security layer or referrer policy in place.

Public Sector102

Government agencies have a clear and compelling need to access personal data, including 
sensitive data. There are legal and public interest grounds for collecting personal data to fight 
crime, protect the public interest, and render public services. Notwithstanding, balancing this 
interest against the citizens' expectation that necessary measures will be taken to protect 
their personal information is important. However, an analysis of ten government agencies' 
websites raises the alarm about their privacy practices. Findings reveal that 70% of websites 
use cookies, but only 20% of them notify users of the use of cookies. Despite the nature of 
cookies and the information that can potentially be gathered across different sites, only 30% of 
the sites allow users to accept or reject cookies.

Only 10% of the cookie-related data provided by the investigated websites matched our 
analysis. Additionally, 90% of websites have tracking requests, and all of them have requests 
for third-party data, but users are not informed of these requests, effectively violating their 
privacy. Furthermore, these websites' security measures fall short, with only 10% implementing 
a content security policy and none having a referrer policy, even though 80% of them do.



The National Information Technology Development Agency (NITDA), a government agency 
and regulator, issued the NDPR and, by the provision of the Regulation, meant to enforce the 
NDPR. However, the responsibility has been ceded to the newly created Nigeria Data Protection 
Bureau (NDPB). Though the NDPR has not been amended to specifically cede responsibility to 
the NDPB, the body has gone on to enforce the provisions of the NDPR issued by NITDA without 
any formal legislation empowering it to do so. 

NITDA published the Guidelines for the Management of Personal Data by Public Institutions in 
Nigeria, which serves as a guide for processing personal data by government institutions. In 
line with the NDPR, the Guidelines mandate public institutions to have privacy notices on 
media accessible to the public. Only 30% of the websites examined have privacy notices, and 
10% have cookie notices distinct from their privacy notices. Of all the privacy and cookie notices 
reviewed, only 20% of them meet the readability and clarity standards and disclose the types 
of cookies used. Unfortunately, contrary to the expected standard, none of the sites discloses 
the categories of cookies used. 

As government agencies, transparency and full disclosure are expected in data processing. 
However, from our research, only 20% of the reviewed websites have information consistent 
with the result of our technical analysis. For example, on third-party requests, none of the sites 
identified the third parties responsible for the cookies used on the site and the third-party 
requests, and only 60% have information on their tracking requests.

1.4 Compliance across Mobile Applications
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Does the mobile app contain a privacy notice?

Are trackers used on the mobile app?

Is the purpose of the tracker specified in the privacy 
notice?

Is there information about the use of trackers on 
mobile applications in the privacy notice?

Are the trackers found on the mobile application 
consistent with what is declared in the privacy notice?

Are there permissions on the mobile app?

Does the mobile app allow users to accept or reject 
dangerous permissions?

Is there information about the use of permission in the 
privacy notice?

Is the information on permission consistent with what 
is declared in the privacy notice?



Transparency and Online Behavioural Profiling

Online behavioural profiling (OBP) takes place when tracking technologies are used to make it 
possible to collect data when users use websites and mobile applications.103 By observing 
people's online behaviour and preferences, various tracking technologies are used to monitor 
and analyse people's interests.104  The data collected is then used to build a digital profile of the 
interests and behaviour of the internet user, enabling a business to anticipate consumer 
preferences, spending patterns, and other behavioural patterns, which are then targeted with 
advertisements and used to personalise websites, among other things.105

The digital profile built through online behavioural profiling is also usually used to influence 
human behaviour in a manner that is desirable to website and application owners. This can be 
referred to as the use of deceptive design. Deceptive designs are design mechanisms and 
techniques used on websites, mobile applications, or any digital medium to manipulate users 
into doing what they did not intend in order to benefit the website or app owner. For example, 
purchasing or signing up for a service. Deceptive designs exploit human psychology for the 
sole purpose of encouraging people to act against their best interests. They often take the 
form of misleadingly worded buttons, difficult-to-undo choices, and graphical features like 
colour and shading that draw users' attention to or away from specific options when 
accepting cookies.106 The use of deceptive designs is obvious in numerous digital services and 
products. They could take various forms, some of which include delaying information that 
users would likely object to if they had prior knowledge before giving their consent; imposing 
deadlines or creating a false sense of urgency on sales to accelerate decision making; or pre 
ticking opt in choices for users rather than allowing users opt in for themselves. 

In some instances, deceptive designs are also used to manipulate users and collect their 
personal data without their knowledge. Users are often made to believe they are benefiting 
from monetary products. However, more often than not, these web owners/app owners are 
collecting users’ data and brokering that data in exchange for profit. So, in actual fact, users 
are manipulated into exchanging their personal data for services they might not even need.

Thus, the digital profiles of users built through OBP are usually further exploited to create 
deceptive designs that jeopardise behavioural autonomy and undercut freedom of choice. 
Deceptive designs may also be used to force users to accept cookies with a user interface (UI) 
that offers no real option. For instance, pre-ticking opt-in buttons as a means to forcefully get 
consent or using colour codes to draw users away from opting out. Online behavioural 
advertising (OBA), which involves applying targeted advertisements made to suit individuals 
based on their digital profiles and online activity, serve as one of the main goals of OBP.107 
Digital profiling threatens people's online privacy even though it has many benefits for 
businesses, including higher profits and more individualised customer service. Even on mobile 
devices, tracking software keeps track of users as they navigate through various websites and 
applications, gathering data about them without the users' knowledge. Studies have revealed 
that OBP can also influence users' behaviours108 and take advantage of weak consumers 
through targeted advertisements, further highlighting the dangers of this phenomenon.

Although digital profiling has its benefits, it is advisable for website and application owners to 
be open and honest with users about OBP use to allow them to make informed decisions in 
view of the possible risks involved. For instance, when access to an app or website is requested, 
the user should be shown information about tracking technologies in the cookie notice or 
privacy notice. Additionally, users should be able to restrict the kinds of tracking technologies 
used and should be prompted to request permission before any tracking technologies are 



used. These provisions are important as they allow users to assess the possible risks and make 
informed decisions concerning their privacy.

Being open about profiling practices can benefit an organisation's business and allow users to 
make informed decisions. According to studies, companies prioritising data protection see 
increased business value.109 Furthermore, while the importance of personalisation in marketing 
cannot be overstated, user data collection is critical to its success. According to studies, 
customers are more likely to consent to the collection of their data when they trust the 
company's privacy practices. Customers are also more likely to share personal information if 
it is used to improve their overall experience and receive rewards, such as discounts.110 This 
trust is earned through transparency, honesty, and consistency in how users' data is collected 
and used. Transparent data policies will help to build trust with consumers and reduce 
suspicions of data misuse, ultimately increasing customer loyalty and business profit.111

Furthermore, platforms must be open and honest about their OBP practices. Collecting 
personal information about users without their consent violates their data protection rights 
under applicable law.112 Similarly, companies must adequately protect users' data from data 
breaches because users frequently become unwilling to share their data with companies that 
experience breaches.113 When done transparently, digital profiling has numerous long-term 
benefits for a business,114 as opposed to operating in secrecy, which only provides short-term 
benefits and may jeopardise users' rights.



Supercookies collect data on internet browsing habits and history. They allow websites to 
easily collate the volume of data that is collected about a user across different websites.115  
Usually, they are inserted into the HTTP header and are very invasive and intrusive in nature. 
They can collect all the information that cookies traditionally collect and can keep collecting 
data even when the user changes their browser to switch to another website. Unlike cookies, 
users can often not accept or reject them.

Supercookies have been regarded as deceitful and a grave infringement on the right to 
privacy. While there are privacy browsing options like “incognito” and “privacy” modes for users 
who do not want to be tracked, supercookies can sometimes circumvent this technique as 
they can still track users and retain their information when they opt for privacy mode. They 
collect the data for the host website and allow third-party websites and social media 
platforms to remember and retain the data they collect and share. 

The volume of data supercookies collect is one of the major privacy concerns as they do not 
just collect data but can also store data in clear text, which raises the concern of data leakage 
and the foreseeable use of these cookies by government agencies for surveillance.116 Secondly, 
users do not have the option of accepting or rejecting supercookies, and it is difficult to delete 
supercookies completely. Users can clear their browser cache to delete traditional cookies, but 
some supercookies may still survive.

In addition to supercookies, another privacy-encroaching phenomenon is the Internet of 
Behaviour (IoB) which is an emerging technology used by the advertising industry. IoB gathers 
personal information from users in order to determine their behavioural patterns by utilising 
the internet of things (IoT), smart gadgets, wearables, and online activity117 essentially creating 
a digital doppleganger.118 IoB champions personalised marketing as behavioural psychology is 
employed to examine the data collected in order to identify methods that can be used to 
influence behaviour, especially through advertising. 

This procedure incorporates three major disciplines, namely technology, data analytics, and 
behavioural psychology, although it also utilises big data and customer data platforms 
(CDP).119 The use of IoB is growing in popularity, especially due to the numerous benefits it offers 
businesses, and Garnet estimates that more than half of the global population will be involved 
in at least one IoB scheme, commercial or state-sponsored, by the end of 2025.120

While there have been commendations on how IoB can help organisations and governments 
understand how users relate with technology, there have also been concerns about its 
intrusiveness as it poses numerous risks to data security and the privacy of individuals based 
on the volume of data that is collected.121 These concerns extend to the ethics of IoB since the 
data is collected to influence the behaviour of data subjects, which may not always be in their 
best interest.122 For instance, the data gathered may be integrated across platforms and sold 
to third parties in order to give companies greater in-depth consumer insights123 exposing 
users’ data to exploitation and unethical practices. 

Changing Trends in the Tracking Technologies 
Ecosystem

The Rise of Supercookies, the Internet of Behaviour, and Data Brokerage



Furthermore, the security risks of implementing IoB are greater as the occurrence of a breach 
could give cybercriminals access to users’ sensitive behavioural data, resulting in more 
sophisticated phishing strategies as the scams are customised to fit the customer’s 
behavioural patterns, thus increasing the chances of users falling for the scams.124 Users will 
also be more susceptible to stalking, identity theft, fraud, and ransomware, amongst other 
things.125 Likewise, the Internet of Behaviour could be employed by organisations or 
governments as a manipulative or coercive weapon to influence the masses. Therefore, 
companies that operate IoB technology must be aware of the associated risks and develop 
effective cyber security strategies to adequately protect customers’ sensitive data. 

Another challenge is data brokerage. Although there is no universal definition, the United 
States Federal Trade Commission (FTC) defines data brokers as "companies that collect 
consumers' personal information and resell or share that information with others."126 
Essentially, data brokers gather, analyse, and licence, share, or sell the personal data of 
individuals to organisations and government agencies. 
 
The databases created by data brokers provide in-depth and accurate customer insights, 
generating numerous digital doppelgangers of individuals across multiple data points that 
often track their online (and offline) activities. As a result, data broking is a lucrative sector with 
a global market value of US$ 240.3 billion in 2021 and a projected US$ 462.4 billion by the end of 
2031.127

 
The data utilised in making the databases are gathered from multiple sources, such as 
first-party data, cookies, third parties, public information and web crawling. It is often grouped 
into different categories and suited to the services of multiple industries, such as education, 
advertising, customer service, risk mitigation, fraud detection, government and law 
enforcement, and the credit and insurance industries.128

 
To illustrate, CoreLogic claims to have property-related information on 99.9% of the US 
population, whilst Acxiom claims to have more than 11,000 "data attributes" on 2.5 billion 
individuals worldwide, ranging from vacation preferences to vehicle loan data.129 In addition, 
data brokers often gather sensitive information about racial, sexual, and religious 
backgrounds to create highly detailed profiles of people without regard to their privacy or 
legal obligations.  
 
Data brokers could violate customers' privacy and put them at risk of discrimination, primarily 
because the data used to create their insights is not always accurate, perpetuates bias, and 
can be accessed by anyone willing to pay, and sometimes even for free by people searching 
websites.130 For instance, an earlier investigation by the Markup found several prospective 
tenants had been rejected for housing in the US over the last decade due to inaccurate and 
misleading information provided by data brokers.131 Additionally, job seekers are affected as 
they frequently lose out on employment opportunities due to background checks that provide 
false information from brokers.132 Furthermore, the information supplied by brokers 
exacerbates the dangers of stalking, assault, particularly domestic violence, and doxxing. Data 
brokerage, while advantageous, exposes individuals to various forms of harm, and this will 
continue to occur as long as the industry remains largely unregulated globally.133

 
Regardless of the above, it is pertinent to note that governments have recently taken steps to 
mitigate the dangers of online tracking technologies. For instance, a bill known as the Banning 



Surveillance Advertising Act (BSAA) has been introduced by American legislators to curb the 
use of personal data, particularly sensitive data and data gotten from data brokers, in 
targeted advertising, excluding contextual and broad location advertising and essentially 
changing the way the industry operates.134 Similarly, the Digital Services Act, which will, among 
other things, prohibit sites from utilising sensitive information for targeted ads, simplify the 
means to opt-out of tracking, and ban personalised ads for minors, has been endorsed by the 
European Parliament.135

Due to the risks that tracking technologies pose to users' rights, organisations have begun 
implementing new methods they claim to give users more control over their personal data 
while restricting access to said data for developers, advertisers, and publishers. 

For example, in 2021, Google informed developers of a new Android setting to be introduced in 
Android 12 that will allow users to opt-out of cross-app tracking by limiting access to their 
Advertisement ID, which may make monitoring users' phone activities more difficult.136 Before 
this, Apple released a software update that included a new privacy feature called app tracking 
transparency (ATT).137 With this feature, apps must obtain permission from Apple product users 
before tracking them across apps and websites from other companies. If a user refuses to 
allow an app to track them, Apple will prevent the app from accessing the system’s advertising 
identifier (IDFA) or any other identifiable device or personal information. Users can also change 
their minds and grant or withdraw permission to an app to track them in the settings.138 This 
development has influenced how advertisers and other related entities treat the data of Apple 
product users, as many now comply with the ATT requirement to avoid being removed from 
the app store. However, this feature does not completely prevent developers from tracking 
users, as some have resorted to using anonymised group data, and in some instances, 
advertisers can still access personalised data.139

Data from Apple's app tracking transparency opt-in rate could be used to forecast changes in 
digital advertising in the coming years. According to Flurry Analytics data, only 15% of iPhone 
users worldwide chose to opt-in to tracking, with only 6% opting in in the United States. It 
demonstrates that users are becoming more aware of the risks associated with tracking 
technologies and have a growing reluctance to share their personal information, particularly 
when adequate safeguards are not in place. As a result, it is critical that developers, 
advertisers, and publishers design structures that prioritise user privacy, avoid collecting 
unnecessary information and effectively protect users' data from unauthorised third parties 
and breaches. Users will only share their data with organisations whose privacy practices they 
trust. Although Apple's ATT was sold on the promise of privacy, concerns have been raised that 
it has only empowered Apple's own online advertising business to the detriment of other 
competitors.140 In the update, Apple exempted its own application and framed the warning 
differently to other applications in a way capable of suggesting Apple’s own tracking is safer 
compared to other parties.141 In June 2022, the German Anti-Trust Agency announced an 
investigation of Apple's ATT for exempting Apple’s own apps.142

For instance, in Europe, consumer complaints led to the investigation of the Transparency & 
Consent Framework (TCF) developed by the Interactive Advertising Bureau (IAB) Europe (the 

Application Tracking Transparency



European-level association for the digital marketing and advertising ecosystem). The TCF 
allows IAB to collect data from users by getting their consent to the collection through an 
interface. The data collected is then shared on the Open Real Time Bidding (OpenRTB).143 The 
consent acquired is used as a legitimate basis for the processing and sharing of such data by 
the member organisations of the IAB. The Belgian data protection authority (DPA) found that 
the TCF is not sufficient for processing, and the information provided to the data subjects at 
the point of obtaining consent is too generic for the data subject to make a more informed 
choice. The DPA ruled that the system was not transparent and did not promote the data 
subject's privacy and awarded a fine of 250,000 EUR. The DPA further held that the IAB should 
establish a more valid mechanism for processing and vetting participating organisations to 
ensure they comply with the European Union's General Data Protection Regulation.144

To safeguard anonymity while still producing results for advertisers and publishers, Google 
announced in 2020145 that it would be discontinuing the use of third-party cookies on Chrome 
by 2022, but later extended its deadline to mid-2023146 and further delayed it to 2024. The delay 
could be linked to the regulatory check the company has faced from the United Kingdom’s 
Competition and Markets Authority (CMA).147 The company's first solution to third-party cookies 
was FLoCs (Federated Learning of Cohorts), a technology developed from Google's Privacy 
Sandbox that clusters large groups of people with similar interests and behaviours.148 However, 
the FLoC proposal has now been replaced by a new technology known as the Topics API.149 The 
Topics Application Programming Interface (API) uses the Chrome browser to generate a list of 
topics such as sports, fitness, or travel that represent the user's top interests for the week 
based on their browsing history.150

Topics are only stored for three weeks, after which they are deleted, and they are selected 
solely on the user’s device without the involvement of external servers. Upon visiting a 
participating site, Topics will select three topics to share with the website, one from each of the 
last three weeks. Users will be able to review and remove topics from their lists and completely 
disable the feature, giving them control and transparency over the data collected. Moreover, 
the topics collected will exclude sensitive categories such as religion, race, and gender.151  
Google announced the commencement of the original trial for Topics in April 2022 and that 
developers can now begin global testing in the Canary version of Chrome.152 However, there 
are also other alternatives to third-party cookies that are being developed, such as identity 
solutions, first-party data, contextual targeting, and user identity graphs, among others.

Likewise, Meta revealed details about its plan to use privacy-enhancing technologies (PET) to 
power ethical advertising on its platform, which champions privacy while maintaining ad 
accuracy and tailored preferences. PETs employ techniques derived from statistics and 
cryptography. The company is testing out three kinds of PETs: secure multi-party computation 
(MPC), on-device learning, and differential privacy. Secure MPC limits the data a single 
organisation can gather by making multiple organisations process different parts of a user’s 
data and share the insights with each other; as for on-device learning, it trains an algorithm to 
process data on a user’s device without sending it to a remote server or cloud and lastly, 
differential privacy works by inputting “noise” to a data set (it uses well calculated incorrect 
information to make it harder to identify users) and may be applied on its own or alongside 
other PET techniques. 153

Cookies Crumbling: Phasing Out of Third-Party Cookies



The announcements by these companies signal a radical shift from the existing technologies 
to a new domain hinged on consumer privacy. However, concerns have been expressed 
about the privacy promises of these solutions.154 Nonetheless, what is clear is that businesses 
may likely take more proactive steps toward protecting user rights on digital platforms. Also, 
policies concerning the use of tracking technologies will become stricter, with operators 
mandated to adhere to established best practices. Also, the cookie notice must be detailed 
and specify the duration and third-party access, among others.

It is crucial for the advertising industry to find adequate privacy-preserving alternatives, 
especially as it risks losing $10 billion in advertising revenue if it does not. However, it is 
important that new privacy concerns are not created, and neither are illegal activities such as 
fraud encouraged in a bid to proffer solutions to third-party cookies. 

Privacy-Preserving Technologies (PPT) were developed to minimise the use of personal data 
and maximise data security. They allow data subjects to protect their personal data from 
intrusions like internet tracking, fingerprinting, and stealthy collection of data. There are two 
main PPT models: soft and hard privacy technologies (PTs). The Soft PTs allow data subjects to 
authorise trusted third parties to process their data, while the Hard PTs eliminate the possibility 
of third-party tracking.155

Recently, there has been a surge in the use of PPTs. In a survey carried out by Brave 
Technologies, 88% of respondents stated their desire to have more control over how big data 
companies collect and use their data. The PPTs are a response to this. The Brave browser is an 
example of a platform that adopts PPT and privacy by design. The browser prevents tracking 
by blocking trackers and fingerprinting by distorting the outlook of fingerprints captured on 
various websites. 

Another notable example of a browser that has also developed PPT extensions is Mozilla 
Firefox. Some of these extensions include Bloody Vikings (which allows users to bypass giving 
their email address to every website by creating a temporary email address for the requesting 
site), Disconnect (which lets users see and block websites that track their search and web 
history), Privacy Badger (blocks invisible trackers) and Privacy Possum (distorts the data that is 
collected by third-party apps and makes such data unusable for those sites), among others.
 
The adoption rate of PPTs is steadily growing around the world, with ad blockers having a 
global penetration rate of 42.7% and Brave browser recording thirty-six (36) million active users 
on its platform in September 2021, forecasting mass departure from the use of browsers that 
employ tracking technologies in the coming years.

The Rise of Privacy-Preserving Technologies



Keylogging is a form of spyware that covertly collects data from users' keyboard strokes and 
other forms of interaction that users have with websites. By nature, keyloggers are 
activity-monitoring software programs156 and can be embedded in apps and websites that 
data subjects use daily. Recently, it was discovered157 that some mobile applications on IOS 
could track users' online behaviour by embedding a JavaScript code into third-party websites, 
raising concerns for users' privacy and security. When external websites are accessed through 
apps that have inserted the JavaScript code, the apps will be able to track every interaction 
the user has with the website, including links visited, screenshots, texts selected/highlighted, 
and keystrokes such as credit card details, passwords and addresses. Furthermore, the 
JavaScript code is usually executed without the users' and website providers' knowledge or 
consent. While there is yet to be evidence that the apps analysed in the report158 have used the 
code for malicious activities, keyloggers generally pose a privacy threat to users, primarily 
because of the type of data collected, which makes users potential targets for phishing and 
other malicious purposes.159 Hence, users should employ dedicated web browsers to surf the 
internet instead of using the in-app browsers of mobile applications.

Keylogging 



Often, the law is the principal resort when controlling and regulating service providers' 
activities. However, the changes in technology are so fast-paced that the law may not be able 
to catch up in real-time. While the reality is that the law may not always cover every necessary 
area, user protection remains a necessity. Security and self-regulatory practices fill a huge 
regulatory gap. Self-regulation implies that entities should voluntarily abide by certain codes 
and practices, even when government regulations do not stipulate these practices. Hence, the 
following recommendations are made in this regard:

1.  It is recommended that when users download an app or access a website, they should 
be notified of all the permissions, whether they are dangerous or not. While asking for each 
permission, there should be full disclosure on the extent of the permission, why it is needed, 
and the kinds of data the permission gathers. Furthermore, users should be notified of 
dangerous permissions, and there should be an option to reject such permissions. Finally, 
where permission is crucial, and the service cannot be rendered without permission, such 
permissions should be limited to when the app or website is in use only. 

2. Website and mobile application operators that use tracking technologies must provide 
robust disclosures to users once they access their services and require users' valid 
consent before their information is processed. The notice must be easy to understand and 
should include what data is being collected, why it is being collected, what it will be used 
for, how long it will be stored, and with which third parties it will be shared. Users should also 
be allowed to opt out of tracking and choose which tracking devices can be deployed. 
Finally, where the tracking technology is crucial, and the service cannot be rendered 
without it, it should be limited to functioning only when the app or website is in use. 

3. While it might be necessary to share data with third-party entities, due diligence on the 
data protection practices of such third parties should be conducted, rather than taking the 
policy notices of those third-party entities at face value. Also, when agreements are drawn, 
data protection clauses should be conditions for such agreements, as they are sufficient 
grounds for repudiation or termination of such contracts. Furthermore, third parties should 
be obligated to disclose any changes to the mode of handling, processing, or use of 
shared data. 

4. There should be avenues that easily allow data subjects to exercise rights, such as the 
right to rectification, access, and erasure. This should also include avenues for user 
complaints to be attended to and addressed. Where there are internal changes to the 
privacy policies and such changes impact how data is handled, users should be informed 
of such changes.  

5. Websites and mobile apps should subject their platforms to regular assessments that 
reveal the loopholes on their sites and fix them intermittently. 

Recommendations: Entrenching Data Protection 
and Transparency

Security and Self-Regulation by Platforms 



1. It is recommended that privacy notices contain and analyse the types of tracking 
technologies, the kinds of data they collect, the use of that data, and the third parties they 
share.

2. The language of the privacy notice should correspond to the language of the people 
targeted by the website or mobile application.

3. Privacy notices should be genuinely reflective of the processing carried out within the mobile 
app or website ecosystem. Where tracking technologies are used, they should be mentioned.

4. A limited storage period should be set for each (type of) cookie. It is also recommended to 
periodically review the cookies to ensure that the storage period of cookies or other tracking 
technologies is proportionate and limited to what is necessary to achieve the stated purpose. 
The storage period should also not exceed the period for valid consent.

5. For users, it is recommended that they:

Modify the privacy settings by adjusting the phone and app settings to improve privacy 
and security.

Check the permissions and disable unnecessary permissions through the phone setting. 

Avoid providing too much data and only provide necessary data to the application's 
functionality and performance and never more.

User Awareness

It is recommended that service providers within the sectors uphold the data minimisation 
principle by adopting privacy-preserving mechanisms which will process fewer data or 
strictly necessary data to provide services on their websites and applications. Website users 
should also consider using privacy-preserving tools such as Brave, Adblockers, Panoliptick, 
Ghostery, AdGuard, and Privacy Badger, among others. Depending on their functionality, these 
tools enable users to block third-party trackers on websites they browse to control who 
collects their personal data, easily customise what should be blocked and what should not, 
and anonymises data to further protect user privacy.

Additionally, they should strengthen accountability to users by implementing data protection 
by default and design in the formative stages of website and application building.

Cookie notices which accurately reflect information on the usage, types, categories, owners, 
purpose and duration of the cookies, third-party requests and other tracking technologies 
must be made available in an accessible and understandable format and language on their 
online platforms. Cookie banners, which allow parties to accept or reject cookies that are not 
strictly necessary, must also be conspicuously displayed on the homepage of the websites 
and applications. Correspondingly, they should display privacy notices which detail their 
accurate processing activities in an understandable language. The privacy notice should 
address the mobile application's specific processing on the web, including permissions, 
trackers and third-party requests.

Privacy and Data Protection



1. Regulations should identify tracking technologies and design specific provisions to 
address their use. 

2. Regulations should require that processors and controllers seek users' clear consent 
before collecting their personal information. 

3. Cookie notices must be made separately from privacy notices. All use of tracking 
technologies must be explicitly listed and explained in the cookie notice.

4. Organisations should deploy all necessary security measures on their web and mobile 
applications to ensure the security of users.

It is recommended that the Implementation Framework should be amended to ensure that 
the continuous surfing of a website upon a clear notice is not deemed consent as it portrays a 
passive rather than affirmative action on the part of data subjects. This will also ensure the 
framework is clear and non-contradictory and allow data subjects to exercise real choice. 
Data subjects should not have to consent by 'implication' to set cookies, and the continued use 
of a website through clicking, using or scrolling should not be permitted unless data controllers 
can demonstrate that users have engaged with the information and given their unambiguous 
consent to the setting of cookies and the purposes of the processing.

The Data Protection Bill in Nigeria should be drafted to tackle the ambiguities, vagueness and 
contradictions in extant regulations. In the same vein, state laws such as the data protection 
bills of Lagos and Ogun states do not regulate the use of tracking technologies. Tracking 
technologies, as highlighted in this report, expose users to numerous risks that can be 
mitigated by enacting a law that provides adequate protection and safeguards. Therefore, we 
recommend the following:

The regulator should clarify the conflict between the standard required for consent to install 
cookies on devices and the standard of validly obtained consent under the NDPR.

The regulator should issue guidelines on the use of tracking technologies to bring the desired 
clarification required.

Regulation and Governance

It is also recommended that there should be an appropriate lawful basis before commencing 
processing activities. For example, where consent is required for permissions, it should be 
validly obtained. In furtherance, consideration should be given to a data protection officer 
(DPO) appointment to ensure compliance with data protection laws and their privacy policies. 
The DPO can assist them with developing and implementing a privacy program, including 
subject data rights. This will enable more consciousness in deploying tracking technologies. It 
will also increase attentiveness and cautiousness when requesting permissions and 
processing data upon approval when access is granted.



Conclusion

This research has proved that there is still much to be done by organisations regarding 
transparency in their privacy and cookie notices, especially when it borders on using tracking 
technologies. Most websites and mobile applications use tracking technologies to collect 
extensive explicit and implicit data on their users and use this data to add value by tailoring 
their sales messages, rendering more personalised services, and creating a better customer 
experience. We noted that most websites and mobile applications prominently displayed a 
privacy notice that partially complies with fair information practices, provides the potential 
uses for the data collected and sets forth users' rights concerning their data. However, 
examining the privacy and cookie policies reveals problems with their content and an 
absence of transparency about the importance of providing users with sufficient information 
about a platform's use of tracking techs. Organisations need to act responsibly and 
transparently when tracking technologies are being used and within the bounds of the law, 
ethics and in consideration of the user interest as current practices violate data protection 
and user privacy.
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