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Executive Summary The countries with outdated Laws should
make an effort to modernise their laws to
address modern digital trends and risks.
Countries with laws but yet to establish an
authority should take steps to establish an
independent authority.

In 2022, we project that more countries
would enact their data protection laws and
create or designate a data protection
authority. Regulators are expected to issue
more sanctions and carry out more
investigations. The report revealed
encouraging examples of collaboration
between authorities, as demonstrated by
Burkina Faso, Niger, Morocco, and the
African Network of Personal Data
Protection Authorities (RAPDP). We
anticipate more strategic collaborations and
partnerships between authorities. These are
some of the findings from the report:

 The Senegalese CDP issued and published
the highest number of sanctions;

 There is an increasing evidence of
collaboration between authorities in the
Region. For example, Niger and Burkina
Faso are exploring collaboration with
other authorities;

 More countries issued guidance and
guides to assist with implementation and
operationalisation of the law;

 Most of the authorities do not share
sufficient information about their
activities on their website;

 Cape Verde amended its data protection
law, while there are other proposed
amendments in other countries;

 2 countries created or designated a public
agency as its data protection authority.

 33 African countries have enacted a data
protection law, while 20 have established
or designated an agency as the data
protection authority; and

 3 African countries enacted a new data
protection law in 2021.

The year's review shows progression and
increased awareness about data protection,
while there is still so much work needed to
institutionalise the right in the region. The
report also found increased awareness
sessions and engagement of relevant
stakeholders. Different authorities hosted
and participated in webinars and in-person
sessions. This highlight looks at significant
events, offers recommendations and makes
projections on what is to come in 2022.

2021 has been another remarkable year for
privacy and data protection in Africa. An
increasing number of countries introduced
their data protection law, and in Botswana,
the Data Protection Act enacted in 2018
finally came into effect. Uganda established
its Personal Data Protection Office (PDPO)
The data protection authorities released
guidelines, guidance notes, regulations to
ease the implementation of the various laws.
There were sanctions for violations of the
Law, and more investigations were
commenced and ongoing. There are
proposed laws awaiting legislative cycle and
approvals. In Africa, 33 out of 55 countries
have enacted a data protection law, while
only 20 have established or designated a
public agency as the data protection
regulator.

Some countries are still yet to adopt a data
protection law, leaving the citizens without
much protection. Countries like Comoros,
Eritrea, and Djibouti still lack a data
protection law. However, there are efforts to
enact a law in Ethiopia, Namibia, Tanzania,
Malawi, Cameroon and South Sudan. There
was an amendment to the law in Cape Verde,
while there is proposed amendment in
Senegal. Nonetheless, some laws are old, not
reflective of modern technological context,
thereby offering minimal protection. Also,
some laws are too restrictive or provide wide
exemption to public authorities that do not
appear to protect human rights. The laws in
Zimbabwe and Guinea fuses cybercrime
regulation with data protection, offering
little distinction in their administration.

Lack of independence, insufficient funding,
lack of human resources, lack of political will
to enact a law are still prevalent problems
highlighted in the region. There are still laws
that restrict the flow of data. There is also
growing requirement for mandatory
localisation of data. For example, the recent
laws in Zambia and Rwanda makes it
mandatory to localised data.

Roundup of Data Protection in Africa, 2021.



Introduction

Data protection is evolving and spreading in the region with more countries with a data
protection law. There are more authorities now than it existed a decade ago. More countries
have proposed laws and enforcement is picking up gradually. However, there are still countries
without laws and countries with laws, but without an authority. In addition, some laws are too
old and authorities lacking in independence, capacity and resources. Nonetheless, there is an
appreciable progress and an urgent need to do more.
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New Laws
The year witnessed new data protection laws in Zambia, Zimbabwe, and Rwanda. While in Cape
Verde, an amendment was made to the law.

Country Comment

Zambia Effective since its release in March 2021

Zimbabwe Unclear about commencement date

Rwanda Comes into effect on October 15, 2023

Botswana

Though the law was adopted in 2018, it was recently gazetted and the

enforcement will commence on October 15, 2022. The country enacted the

Credit Information Act 2021, which provides for the regulation of the credit

reporting system and creates several data protection obligations on players in

the industry.

https://zambialaws.com/bulletin-2021/data-protection-act-commencement-order
https://misa.org/blog/analysis-of-the-data-protection-act/
https://www.jdsupra.com/legalnews/key-features-of-the-new-rwandan-data-9219290/#:~:text=It%20entered%20into%20force%20on,over%20the%20past%20two%20decades.
https://bookbinderlaw.co.bw/the-data-protection-act/


Regulations, Guidance, Communique, etc.
The year witnessed some data protection authorities or public authorities issuing guidelines,
guidance, resolutions. communique and deliberations.

Roundup of Data Protection in Africa, 2021.

Country Issuing 
Authority

Instrument Comment

Benin Authority on 

the Protection 

of Personal 

Data (APDP)

Communique on use of 

cookies

Deliberations on the 

international transfer of data

Communique on completion 

of formality requirement with 

the APDP

The Communique guides the use 

of cookies and the need to 

adhere to the existing data 

protection law.

The APDP granted nine 

deliberations to different 

organisations to transfer data 

outside Benin.

Directed organisations

processing data to contact the 

APDP for prior consultation.

Cote

d’Ívoire

Data 

Protection 

Authority 

(ARTCI)

Issued on opinion on the 

implementation of the 

intelligent transport system

The opinion recommends the

implementation of privacy and

security as part of the

deployment of an intelligent

transport system

Kenya Ministry of ICT, 

Innovation and 

Youth Affairs

Office of the 

Data 

Protection 

Commissioner 

(ODPCKE)

Huduma Namba Regulations;

Draft Data Protection 

(Registration of Data 

Controllers and Data 

Processors) Regulations; Draft 

Data Protection (General) 

Regulations; and Draft Data 

Protection (Compliance and 

Enforcement) Regulations,

Complaints Management 

Manual;

Guidance Notes for Electoral 

Purposes; and

Guidance Note on Consent.

Provides direction on the 

respective thematic areas.

Rwanda National Cyber 

Security 

Authority 

(NCSA)

Issued a notice on the Data 

Protection Act.

The NCSA published FAQs on 

the data protection law.

The NCSA noted that Article 6 

of the Personal Data Law 

requires the free and explicit 

consent of the data subject for 

processing.

Provides explanation of the 

basic concept of data 

processing.

https://apdp.bj/wp-content/uploads/2021/07/Communique_Cookies_valide-portant-de-numero.png
https://apdp.bj/deliberations/#1617116588709-d07e0c92-cced
https://apdp.bj/evenements/communique-relatif-a-laccomplissement-obligatoire-des-formalites-prealables-aupres-de-lapdp/
https://www.autoritedeprotection.ci/docs/AVIS_N_2021-0025.pdf
https://www.odpc.go.ke/download/huduma-namba-regulations2021/
https://www.odpc.go.ke/regulations/data-protection-registration-of-data-controllers-and-data-processors-regulations-2021/
http://161.35.8.237:8080/wp-content/uploads/2021/06/Data-Protection-General-regulations.pdf
https://www.odpc.go.ke/regulations/data-protection-compliance-and-enforcement-regulations-2021/
https://www.odpc.go.ke/download/odpc-complaints-management-manual/
file:///C:/Users/nurudeenodeshina/AppData/Local/Temp/odpc.go.ke/download/guidance-notes-for-electoral-purposes/
https://www.odpc.go.ke/download/odpc-guidance-note-on-consent/
https://cyber.gov.rw/updates/article/consent-ownership-and-lawful-data-processing-1/
https://cyber.gov.rw/updates/article/faq-personal-data-protection-and-privacy-law-2/


Regulations, Guidance, Communique, etc. cont’d
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Country Issuing 
Authority

Instrument Comment

South 

Africa

Information 

Regulator

Guidance Note on the 

processing of Special Personal 

Information

Guidance Note on Children's 

Personal Information

Guidance Note on Information 

Officers and Deputy 

Information Officers

Seeks to guide responsible

parties who must obtain

authorisation from the

Regulator to process special

personal information.

Seeks to guide responsible

parties required to obtain

authorisation from the

Regulator to process personal

information of children.

Provides guidance on the

obligations and liabilities of

Information Officers and

Deputy Information Officers,

registration of Information

Officers with the Information

Regulator.

Uganda Min. of 

Information 

Communicatio

ns & 

Telecommunic

ations

Personal Data 

Protection 

Office

Data Protection and Privacy 

Regulation

Registration Classification and 

Guidance Note for Application 

for Registration/Renewal of 

Registration

Guidance Note on Lodging 

Complaints with the Personal 

Data Protection Office

Provides clarity on the 

appointment of data protection 

director, registration of 

controllers, notification for a 

data breach, among other 

things.

Offers clarification on the 

requirement for registration, 

renewal and annual compliance 

report.

Provides guidance concerning 

the filing of a complaint with the 

PDPO

Zambia Ministry of 

Transport and 

Communicatio

n

Data Protection Act 

(Commencement) Order and 

Data Protection (Registration 

and Licensing) Regulations

Provides clarity on categories of

organisations to register with

the commission, the licensing of

auditors, and provided

templates for creating a record

of processing activities and

conducting a data protection

impact assessment.

https://www.justice.gov.za/inforeg/docs/InfoRegSA-GuidanceNote-Processing-SpecialPersonalInformation-20210628.pdf
https://www.justice.gov.za/inforeg/docs/InfoRegSA-GuidanceNote-Processing-PersonalInformation-Children-20210628.pdf
https://www.inforegulator.org.za/docs/InfoRegSA-GuidanceNote-IO-DIO-20210401.pdf
https://www.nita.go.ug/sites/default/files/publications/Data Protection and Privacy Regulations, 2021_0.pdf
https://pdpo.go.ug/media/support_files/Registration_Classification_and_Guidance_Note_-_December_2021.pdf
https://www.pdpo.go.ug/media/resources/15122021123537-Guidance_note_on_lodging_complaints.pdf
https://www.pdpo.go.ug/media/resources/15122021123537-Guidance_note_on_lodging_complaints.pdf
https://zambialaws.com/subsidiary-legislation/data-protection-act-subsidiary-legislationData%20Protection%20Act%20(Commencement)%20Order,%202021
https://zambialaws.com/subsidiary-legislation/data-protection-act-subsidiary-legislationData%20Protection%20(Registration%20and%20Licensing)%20Regulations,%202021


Cooperation and Collaboration
Burkina Faso

The Computing and Freedom Commission
(CIL) met delegates from Niger's HAPDP to
discuss areas of cooperation and share
experience. In July, the authorities signed a
partnership agreement on mutual areas of
collaboration fostering personal data
protection in the two countries. The CIL is
one of the oldest data protection authorities
on the continent, having been in existence
since 2007.

In June, the CIL signed a partnership
agreement with Morocco's National
Commission for the Protection of Personal
Data Protection (CNDP). The cooperation
protocol relates to the establishment of a
bilateral collaboration mechanism.
According to the CIL, "The agreement aims
to effectively supervise cross-border
processing between Morocco and Burkina
Faso. The two authorities are also
committed to promoting digital trust in
Africa". In July, the CIL met with delegates
from the West African Economic and
Monetary Union (UEMOA) concerning
stronger collaboration between states and a
potential partnership agreement. Only Togo
and Guinea Bissau are yet to establish a data
protection authority among the member
states.

Network of African Data Protection
Authorities

Angola, Nigeria, Nigeria, Kenya and Uganda
were admitted as members of the RAPDP.
RAPDP is a forum for the consultation of
data protection authorities in Africa. Other
members are South Africa, Benin, Burkina
Faso, Cape Verde, Côte d'Ivoire, Gabon,
Ghana, Mali, Morocco, São Tomé and
Príncipe, Senegal, Chad and Tunisia. The
Gambia enjoys an observer status but is not
yet a member because it does not have an
authority.

Senegal and Morocco

The Senegalese and Moroccan data 
protection authorities signed a 
memorandum of understanding to deepen 
the relationship between the two 
authorities, leverage the international 
cooperation mechanism under their 
respective laws and facilitate cross-border 
data transfer between the two countries. 

Angola

The Presidents of the Data Protection
Authorities in Angola and Portugal
discussed protecting citizens' data. The aim
was to find solutions that would apply to the
two countries concerning handling
complaints, inspections, and process
instructions.

Mali

In July, the Personal Data Protection
Authority held a meeting with Niger's High
Authority for the Protection of Personal
Data (HAPDP) to discuss areas of
cooperation. In February, it met with the
delegates from the Economic Community of
West African States (ECOWAS) concerning
establishing the West Africa Police
Information System (WAPIS).

Roundup of Data Protection in Africa, 2021.

http://www.apanews.net/mobile/uneInterieure.php?id=4952541


Enforcement Action

During the year, administrative sanctions were issued by data protection authorities and there
were court decisions for violation of the data protection law.

Roundup of Data Protection in Africa, 2021.

Country Mali

Authority Personal Data Protection 

Authority (APDP)

Company Escort Sécurité Privée

Violation Non-declaration of video 

surveillance system

Sanction XOF 20,000,000 (USD 

34,475)

Country Uganda

Authority National Information 

Technology Agency (NITA)

Company Safe Boda

Violation Unauthorized sharing of 

users` personal data

Sanction Direction to complete an 

action plan to rectify non-

compliance

Country Kenya

Authority High Court, Nairobi

Entity Government of Kenya

Violation Failure to conduct data 

protection impact 

assessment 

Sanction Halted the rollout of new 

national identity cards and 

directed the government to 

conduct a DPIA before 

rolling out the cards.

Country Ghana

Authority High Court (Labour Division) Accra

Company Kiddie Kollege International School

Violation Unauthorised capturing and 

distribution of complainant`s 

pictures

Sanction ₵75,000 (USD 12,142)

Country Nigeria

Authority National Information technology 

Development Agency (NITDA)

Company Sokoloan Electronic 

Settlement Limited

Violation Unlawful basis 

for processing, 

sharing personal 

data, and 

unwillingness to 

cooperate with 

NITDA

Insufficient 

technical and 

organisational

measures to ensure 

information 

security

Sanction N 10,000,000
(USD 24,227)

N 5,000,000
(USD 12,113)

https://apdp.ml/wp-content/uploads/2021/03/DELIBERATION-N%C2%B02021-015-APDP-du-09-FEVRIER-2021-PORTANT-SANCTION-DE-LA-SOCIETE-ESCORT-SECURITE-PRIVEE.pdf
https://drive.google.com/file/d/1vDVTtK6hJH7uiSCevcpyPvA6zDioVZTp/view
https://naihaps.com/high-court-declares-huduma-namba-roll-out-illegal/
https://fsblawconsult.com/2021/07/25/right-to-privacy-is-winning-big-in-ghanaian-courts
https://nitda.gov.ng/nitda-sanctions-soko-loan-for-privacy-invasion


Enforcement Action

In 2021, Senegal published its quarterly reports, which included the list of violations from
different organisations and individuals. The CDP most times imposed corrective measures to
rectify the violation of the law. The reports are available here; Q1, Q2, Q3 and Q4. The Data
Protection Authority in Mauritius published three decisions bordering on complaints using
close circuit television (CCTV), and none of the complaints were found to violate the Data
Protection Act. In Ghana, an High Court halted the collection of personal data by the National
Communication Authority (NCA). The NCA was directed to stop collecting personal data of
subscribers and ordered to it to delete the data collected within 14 days of the judgment. The
suit was filed by a private citizen challenging to collection of citizens data in violation of the
Data Protection Act 2013. Furthermore, the CNDP in Morocco announced it would be
investigating a possible violation of the Law by public agencies. The announcement followed
the news in international media that accused the Moroccan government of surveillance of
telephone devices of citizens, an accusation denied by the government. In Nigeria, NITDA is
collaborating with the Federal Competition and Consumer Protection Commission (FCCPC) to
monitor the activities of digital lending companies, which has become pervasive for violation
of consumers privacy rights. In addition, the FCCPC announced the formation of a task force
made up of five other regulators to investigate rights violations in the digital lending space.
Similarly, In Kenya, the Office of the Data Protection Commissioner (ODPCKE) announced it
would investigate digital lending companies. Consequently, the Central Bank of Kenya
amended its establishing Law.

In Nigeria, a Federal High Court restrained a government agency from further processing of
personal data because of a defective privacy notice. The suit was initiated by Digital Rights
Lawyers Initiative, a non-profit organisation, against the Minister of Industry, Trade and
Investment concerning the launch of a economic intervention scheme, survival fund. The
portal requested for personal information without an appropriate privacy notice.

Roundup of Data Protection in Africa, 2021.

Proposed and Amended Legislation

There is an increasing willingness to enact a law by different governments. For example, the
Malawian government issued a call for public comments on the Data Protection and Privacy
Bill of 2021. Nigeria botched its proposed data protection bill published in 2020 for public
consultation. In November 2021, the government made a fresh call to draft another data
protection bill and secondary legislation. That is the third time Nigeria is attempting to enact a
law since 2018. In South Africa, the Information Regulator invited comments on the Protection
of Personal Information Act, No.4 of 2013 ('POPIA') Amendment of the Regulations Relating
to the Protection of Personal Information. Finally, there are plans to amend the Senegalese
data protection law.

In Cape Verde, there was an amendment to the 2001 law. The amendment granted the CNPD
additional power and created new obligations. The new law introduced extraterritorial
application to the law for entities based outside Cape Verde, mandatory requirement for opt-
in when obtaining consent, the use of data processing agreement, authorisation from data
controller by processor to appoint a sub-processor, new data subject rights, the appointment
of a data protection officer, mandatory breach notification, data protection by design,
safeguard for automated profiling, protection for biometric data, among other measures. The
law was last amended in 2013.

https://www.cdp.sn/content/avis-trimestriel-n%C2%B0-01-2021-de-la-commission-de-protection-des-donnees-personnelles-du
https://www.cdp.sn/content/avis-trimestriel-n%C2%B0-02-2021-de-la-commission-de-protection-des-donnees-personnelles-du-0
https://www.cdp.sn/content/avis-trimestriel-n%C2%B0-03-2021-de-la-commission-de-protection-des-donnees-personnelles-du
https://www.cdp.sn/content/avis-trimestriel-n%C2%B0-04-2021-de-la-commission-de-protection-des-donnees-personnelles-du
https://dataprotection.govmu.org/Pages/Decisions/Decisions-on-Complaints.aspx
https://ifex.org/high-court-halts-collection-of-personal-data-by-ghanaian-government/
https://www.cndp.ma/fr/activites/754-communiqu%C3%A9-de-presse-du-04-08-2021-la-cndp-se-saisit-du-sujet-relatif-aux-all%C3%A9gations-sur-de-suppos%C3%A9es-actions-d-atteinte-%C3%A0-la-vie-priv%C3%A9e-sur-des-appareils-t%C3%A9l%C3%A9phoniques.html
https://daraj.com/en/76202/
https://www.france24.com/en/technology/20210719-morocco-and-hungary-deny-reports-that-they-infiltrated-phones-with-pegasus-spyware
https://nitda.gov.ng/nitda-collaborates-with-the-federal-competition-and-consumer-commission-fccpc-to-tackle-data-abuse-by-money-lending-operations/
https://www.fccpc.gov.ng/news-events/releases/2021/11/15/fccpc-icpc-efcc-nitda-nhrc-and-cbn-to-jointly-investigate-rights-violations-in-money-lending-industry/
https://www.businessdailyafrica.com/bd/economy/digital-lenders-under-probe-sharing-defaulters-data-3613676
https://thenigerialawyer.com/defective-privacy-policy-the-federal-high-court-restrains-federal-government-and-its-agencies-from-further-collecting-bvn-msme-survival-funds-application-until-they-comply-with-the-ndpr/
https://cipesa.org/2021/06/data-protection-law-on-the-horizon-in-malawi/
https://www.ncc.gov.ng/accessible/documents/911-data-protection-bill-draft-2020/file
https://www.premiumtimesng.com/news/top-news/495768-data-protection-indignation-as-fg-abandons-draft-bill-seeks-consultants-for-fresh-process.html
https://www.justice.gov.za/inforeg/legal/20211012-InfoRegSA-InvtieToComment-RegulationsAmendment.pdf
https://cipesa.org/2020/01/senegal-to-review-data-protection-law/
https://cipesa.org/2020/01/senegal-to-review-data-protection-law/


Trends and Developments
Partnership Agreement between the
European Union and Members of the
Organisation of African, Caribbean and
Pacific States
The new Agreement replaces the Cotonou
Agreement, and it defines the economic and
political framework between the parties to it
for the next twenty years. The Agreement
includes three regional protocols for Africa,
the Caribbean and the Pacific. Protection of
personal data is one of the thematic areas in
the protocols. Article 15 of the African
Regional Protocol reinforces the importance
of "strong data protection regimes and
ensuring their effective enforcement".

The parties are encouraged to "ensure a high
level of personal data protection according
to existing multilateral standards and
international legal instruments and
practices". In guaranteeing that member
states are expected to "establish appropriate
legal and regulatory regimes and policies, as
well as the appropriate administrative
capacity to implement them, including
independent supervisory authorities".
Article 48 encourages parties to "cooperate
on developing and managing privacy and
data protection policies, promote measures
to facilitate data flow, and support the
regulatory framework to promote the
production, sale and delivery of digital
products and services".

The Agreement and partnership are critical
for Africa over the next few years.
Significantly, the provision on data
protection under the African Protocol could
complement the ongoing digital economy
protocol of the Africa Continental Free
Trade Agreement. In addition, African
countries can leverage the partnership to
build a case for more substantial cross-
border data flow under the international
cooperation mechanism of their respective
laws.

Ghana
On Data Protection day, Ghana launched a 
new registration software to achieve more 
effectiveness and efficiency in meeting data 
protection goals. Ghana is one of the African 
countries with mandatory requirements to 
register with the data protection authority.

Mauritius
In September 2021, the Financial Services
Commission of Mauritius (FSC), via
a communique, announced that it had signed
the Administrative Arrangement to transfer
of personal data between European
Economic Area ('EEA') Authorities and non-
EEA Authorities. In addition, the
Communique outlines that the purpose of the
Administrative Arrangement is to provide
safeguards for the transfer of personal data
from European Union IOSCO authorities to
non-EU IOSCO authorities.

Morocco
The CNDP was elected into the executive
committee of the Global Privacy Assembly
(GPA). In addition, the CNDP signed multiple
partnership agreements with government
agencies and international organisations
concerning its DATA-TIKA initiative. The
DATA-TIKA initiative was introduced by the
CNDP to "protect Moroccan citizens within
the digital ecosystem and strengthen
personal data protection measures.“

Niger
The International Organisation for Migration
(IOM) and the High Authority for the
Protection of Personal Data (HAPDP) hosted
a workshop to present the state of play of the
legislative and institutional system to protect
personal data in Niger. The meeting allowed
IOM and its partners, including the Embassy
of the United Kingdom in Niger, to validate
the state of play of the legislative and
institutional system for the protection of
personal data and to present the strategic
plan of the HAPDP.
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https://ec.europa.eu/international-partnerships/system/files/negotiated-agreement-text-initialled-by-eu-oacps-chief-negotiators-20210415_en.pdf
https://dataprotection.org.gh/component/content/article/26-news/31-press-statement-18th-january-2021?Itemid=101
https://www.fscmauritius.org/media/112405/communiqu%C3%A9.pdf
https://www.fscmauritius.org/media/112404/administrative-arrangement.pdf
https://www.diglogs.com/morocco/the-mdjs-and-the-cndp-sign-an-agreement-to-join-the-data-tika-program/
https://twitter.com/HAPDP_Niger/status/1422167121111535622


Trends and Developments
Tunisia
The National Authority for the Protection of
Personal Data (INPDP) assessed
organisations to check their compliance with
the existing Law.

Uganda
Uganda appointed Ms. Stella Alibateese as
the National Director for the Personal Data
Protection Office (PDPO). The office was set
up under the National Information
Technology Authority (NITA-Uganda) to
protect Personal Data in Uganda. The
National Director will be responsible for the
management and operationalisation of the
personal data protection office and the
national focal point for monitoring and
assurance of matters related to
implementing the Data Protection and
Privacy Act, 2019. Similarly, the PDPO
launched the registration portal for
organisations within the Act's scope to
register.

Sao Tome & Principe
The National Agency for Protection Data
Protection (ANPDP) was elected as the vice-
president of the RAPDP.

Senegal
Senegal announced its intention to shift all 
government data and digital platforms from 
foreign servers to a new national data centre
to reinforce its digital sovereignty. The data 
centre, which cost 46 billion CFA francs (70 
million euros), was created with Huawei 
supplying equipment and technical support. 
The new facility's first phase will operate in 
around six months and provide hosting 
services to businesses and other government 
entities. The data centre will tap into global 
networks through an undersea cable and the 
country's own 6,000-km fibre optic 
network. The decision is considered one of 
the growing government interests in data 
localisation on the continent.

South Africa
The registration portal for Information
Officers was launched. In addition, the
Information Regulator was a subject of a data
breach that affected the Department of
Justice, and it duly notified members of the
public. In October, the Regulator stated
information processing concerning the
election campaign and reiterated the need to
comply with the data protection principles.

Togo
The Togolese parliament has approved the
government's ratification of the Malabo
Cybersecurity Convention. As a result, Togo
will now use the convention's capabilities to
strengthen the institutional and legal
frameworks for digital transactions, improve
cybersecurity, and combat cybercrime once
ratified. The country will be the ninth African
country to ratify the convention upon
ratification. The convention requires fifteen
countries to ratify it to become effective.
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http://www.inpdp.nat.tn/Etat_controle.pdf
https://t.co/mlJsHugc3r
https://www.pdpo.go.ug/register/
https://www.anpdp.st/ler_noticia.php?artigo=106
https://bookbinderlaw.co.bw/the-credit-information-bill-2021-what-to-expect/
https://bookbinderlaw.co.bw/the-credit-information-bill-2021-what-to-expect/
https://www.togofirst.com/en/itc/0207-8139-togolese-parliament-authorizes-ratification-of-malabo-convention-on-cyber-security-and-personal-data-protection


Trends and Development
Digital Trade Protocol of the Africa
Continental Free Trade Agreement

The yet to be published protocol is expected
to address data protection, electronic
commerce, intellectual property, among
other digital issues. One of the things that
will be of interest is how it may shape cross-
border data flow between African countries
and the need for stronger cooperation and
collaboration between authorities.

WhatsApp New Privacy Notice
Earlier in the year, WhatsApp announced the
introduction of a new privacy notice requiring
users to consent before May of the year. The
South African Information Regulator was the
first African Regulator to provide legal
analysis, citing the difference between the
notice content provided to European users
and African users.

Similarly, the National Information
Technology Development Agency (NITDA) in
Nigeria issued an advisory.

Further, the RAPDP engaged the parent
company and "made strong
recommendations…requesting them to bring
the WhatsApp privacy policy in line with
Africa data protection laws. RAPDP
emphasised that the privacy policy should
apply to Africa in line with those applicable to
other regions, particularly the European
region,"

International Data Transfer
During a webinar organised by the Africa
Digital Right Hub, the Data Protection
Commissioner of Mauritius disclosed that the
country is applying to the European Union for
an adequacy decision. Mauritius is one of the
five African countries acceded to the Council
of Europe Convention 108 and the only
African country that has acceded to the
Modernised Convention 108+.

In addition, the United Kingdom (UK)
government announced in August that it is
prepared to grant adequacy decisions to its
partner countries. The announcement listed
Kenya as part of the priority destinations for
its adequacy decision. "Adequacy
decisions mean that the country or territory
in question is considered to have high data
protection standards".
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In the year under review, 

the Authorities in 

Mauritius and South 

Africa, published their 

annual report and 

strategic plan 

respectively, highlighting 

their activities in the 

previous year. In 

addition, the Senegalese 

CDP published a 

quarterly report of its 

activities for the year. 

The reports are available 

here; Q1, Q2, Q3 and Q4.  
”

”

https://www.inforegulator.org.za/docs/ms/ms-20210303-Whatsapp.pdf
https://www.rapdp.org/en/node/112
https://www.sabcnews.com/sabcnews/sas-information-regulator-vows-to-take-further-action-over-whatsapps-privacy-policy/
https://www.youtube.com/watch?v=DffFaD_aFfk
https://www.gov.uk/government/publications/uk-approach-to-international-data-transfers/international-data-transfers-building-trust-delivering-growth-and-firing-up-innovation
https://www.grcilaw.com/blog/uk-plans-to-grant-adequacy-decisions-to-international-partners
https://dataprotection.govmu.org/Documents/AnnualReport2020.pdf?csf=1&e=6jdEag
https://www.inforegulator.org.za/docs/pptr/InfoRegSA-2021-2022-StrategicPlan.pdf
https://www.cdp.sn/content/avis-trimestriel-n%C2%B0-01-2021-de-la-commission-de-protection-des-donnees-personnelles-du
https://www.cdp.sn/content/avis-trimestriel-n%C2%B0-02-2021-de-la-commission-de-protection-des-donnees-personnelles-du-0
https://www.cdp.sn/content/avis-trimestriel-n%C2%B0-03-2021-de-la-commission-de-protection-des-donnees-personnelles-du
https://www.cdp.sn/content/avis-trimestriel-n%C2%B0-04-2021-de-la-commission-de-protection-des-donnees-personnelles-du


Outlook

More countries in the region should enact and adopt a rights-respecting law. There is a
need to amend and update old laws to stay abreast with modern innovations and address
emerging digital risks. Countries with laws but are yet to establish their authorities
should set up one.

More authorities should explore the international cooperation mechanism and
collaborate concerning joint cross-border investigation, shared experience and joint
enforcement.

Data Protection Authorities should be made independent in adherence to international
human rights norms and supported with sufficient resources to do their job.

Data Protection Authorities should be more transparent by publishing their activities
publicly. For example, in 2020, five African authorities published an annual report of
their activities. However, in 2021, only three authorities publicly made available their
report.

More countries in the region should commit to the African Union Convention on
Cybersecurity and Personal Data Protection, and other international human rights
obligations like the Council of Europe Modernised Convention 108+. Also, they should
join international organisations like the Global Privacy Enforcement Network (GPEN)
and Global Privacy Assembly (GPA) to benefit from the membership, collaborate with
other countries, and share learning experiences.
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Recommendations

The year demonstrated appreciable progress in the region, but more work is needed to ensure
awareness about data protection rights and for more countries to adopt and enforce the laws.
Data protection authorities need to be sufficiently resourced, and they should enforce the law.
In, 2022, more growth is expected across the region.

• More countries are expected to enact their data protection laws. There will also be the
emergence of more sector-specific laws. Some countries with laws but without authorities
will establish their authorities. For example, Botswana and Togo are expected to establish
their authority.

• More African countries will issue guidelines, policies and resolutions addressing
cybersecurity, cloud computing, artificial intelligence and the Internet of Things.

• More court decisions are expected. More data subjects will approach the courts for relief
where the data protection authority either fails to resolve or is unsatisfied with their
decision.




